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https://moodle.vsu.ru/

[TopaaoK NnpoxoXXaeHua Kypca

e Jlekuuun
[lononHeHne no ceTeBbliM TEXHOSIOMNAM K
npeabliayuiemMy Kypcy
AgmunHuctpuposanme UNIX. NbB.

AomunHunctpupoBanme W2K3, cnyxba katanoros AD u
CBA3aHHbIE C HEWN TEXHONOIMMW. Y aaneHHoe
pa3BepTbiBaHne OC u NO. MOHUTOPWUHT.

e JlabopaTopHble
AomMmuHuctpupoanme IP ceten (10S)
AomuHunctpuposanme AD (MS Windows Server)
AomMmuHuctpumpoanme UNIX (Linux)
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3agavn agMUHUCTPUPOBAHUS

e B y3kom cmbicne, nog agMUHUCTPUPOBAHMEM
MOHNMMAKT TEXHUYECKYIO NoaaEepPKKY CyLLECTBYHOLLNX
annapaTtHbIX U NPOrpaMMHbIX peLLIeHI/IIZ

[Mogoep)kka BKNOYaeT B cebds:
ycTaHOBKY obopynoBaHua u NO
ornepaTtmnBHoOe ynpasrieHne obopyanosaHuem u 0O
onTuMmndaumo pabotel obopygosaHus un MO
MOHUTOPUHI napameTpoB obopyaosaHus u NO

obecrneyvyeHne nHdopmMmaLmMoHHON Be3onacHOCTU (peannayeTca B
T.4. 1 Yepes BblleNnepevnCrieHHbIE AENCTBUS)

e YacTto agMuHMCTPaTOpPbl BbIMOMNHAT PYHKLUUN T.H.
CUCTEMHbIX MHTErpaTopoB, T.€. BbINOJIHAIOT 3a4a4u
NPOEKTUPOBAHUA N pa3pabOTKK peLleHuin, Harnpumep,
NPOEKTUPOBAHNSA KOMMBIOTEPHOU CETU
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O6beKkTbl aAMUHUCTPUPOBAHUS

e ObopynoBaHue:
ceTeBoe obopyaoBaHue
BblYUCTIUTENbHAsA TEXHUKA

e [IporpammHoe obecrneyeHme:
CepBepHble onepauymoHHbie cuctemsl (OC)
Cnyx6bl kaTanoros u T.n. Hag-OC cuctembl
OC knueHTOB
cepBepbl NPUNOXKEHNN
1O KNneHToB
e [lopsigok/npaBuna goctyna, MCNoJSib30BaHUSA U
TexobcnyxnsaHus obopyanosaHus u N0O:

ﬂ,OKyMeHT opraHmn3auunmn o nopdagke ncnoJyib3o0BaHUA
BbIMNCITUTENIbHbIX CpeacTB, NOJIMTUKN B obnactn b

Ha3HayeHne nonHOMOo4YMn NO KOHTPOIKO
Peanunsauyusa tpebosaHnmn ISO/IEC 17799:2000
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OObeKTbl U CyOBLEKTBI MOAENEN

AOMNHUNCTPUNPOBAHUA

e [ToHATUA 0OBEKTOB N CYyOBLEKTOB Moaenemn
aAMUHUCTPUPOBAHUS N pearbHbIX CUCTEM
9KBUBASNEHTbI COOTBETCTBYIOLLNM MOHATUAM TEOPUU
b.

e [log o6bekmamu agMUHUCTPUPOBAHNS MOHUMALOT
OaHHble U PYHKUNN MHPOPpMALIMOHHOW CUCTEMBI.

e Cybbekmbl — 3TO aKTUBHbIE KOMIMOHEHTHLI MOAESNN —
npouecchbl CUCTEMbI HAaCTO aCCOLUMMPOBAHHLIE C
nonb3oBatenaMmm MHPOpPMaLNOHHOU CUCTEMBI.

e 3aldayamu aOMuHUCMpUPOBaHUS, OTHOCUTESIBHO
cyovektoB (C) n obbektoB (O), aBns0TCS
paHxupoBaHne C 1 O no ypoBHAM N KOHTPOSb 3a
COOTBETCTBMEM YPOBHSI OObEKTA YPOBHIO CybbeKTa.
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KomneTeHunn, npodeccum

e CuctemMHbIn agMUHMUCTpaTop (Ssysadmin)

o AomuHuctpatop OC, NC Ha nx ocHoBe, DS

e AgMunHucTpaTtop 6as gaHHbIX, AS

e AaMUHUCTpaTop cetn (netadmin)

o AomMmuHuctpatop DNS,
o AOMUHUCTPATOP NOYTOBOW CUCTEMBI,
o BebG-agmuHuctparop, ...

e AamuHuctpatop b
e CUCTEMHbIN UHXEHEDP (MPOEKTUPOBAHNE)
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YpOBHU NoOaePKKN

e Level 1/Tier I/Front-end
npobnembl n3. ypoBHS
nepeycraHoska 10
naponu u T.n.

e Level 2/Tier ll

bonee crnoXxHble NPodrembl, KacatloLNeCH KOHKPETHbIX
cepsucos n 1O

OLEHKa YCUIMTMN/BPEMEHMU, YXKe NOTpa4YeHHOro
nonb3oBaTenieMm n L1 nogaepxkon ansi BblpadboTKu
peLueHud

e Level 3/Tier lll/ Back-end

OCODOEHHO CIIOXHble NMPobremsbl, HacTo TpebyoLiue
yyactue paspabotunkoB npobnemHoro cepsucal/l10
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Mopgenu gocTtyna K pecypcam

05.09.2016

ManHppenmbl U TepMUHanNLI

CeTtb 1K, cepBepoB

Ob6beamnHeHHble ceTn K 1 cepBepos
BupTyanusauma cepsepos
BupTtyanusaumns pabodnx mect
BupTyanusaumsa npunoxeHum
«ObnayHble» cepBuckl - cloud computing

Software-as-a-Service (SaaS) «[llporpammHoe obecrneveHmne Kak
ycnyray» - anbTepHaTuBa BHYTPEHHUM MHAOPMALNOHHBLIM CUCTEMAaM

Platform-as-a-Service (PaaS) - npegocrtasneHne NHTErpUpPoOBaHHON
nraTopmbl

Infrastructure-as-a-Service (laaS) — npegocTtasneHne BUpTyanbLHON
NHAPACTPYKTYpPbl, C BO3MOXXHOCTbIO CAMOCTOATENbHOW YCTAHOBKU U
KOHOUTYpUpoOBaHUS onepaLmoHHbIX CUCTEM U MHAPACTPYKTYPHbIX
cnyx6, Hanpumep, DNS.



ManHdpenmbl 1 TEpMUHAnNI

*Hallo world »He1lo world

*Hallo world

BIG IROM

*Halla world

05.09.2016 10



Baroswe ceressie ueHTpe!

Ha308a8t UEHTPR-NPOBARALD

Ry epmarninsd
cegonp cepaep

INTERNET

BA0008IC CETEOLIC LEHTP
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Buptyanunsauna cepBepoB

Vairdows
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Buptyanusaums paboumx MecT

Desktop Virtualization % :
Appliance T Y

Repurposed PC Thm Client
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BupTtyanmnsaunga npunoXxXeHunm

Cgoe  Jafnes Qono

= Toves Now Roman . 12

o PRIMETER CTDIIII Comrnm Pttt Peutsoeporsxme

Cattel (Oomonrod Te = 13 s ErEETIiREe "
XA Y - e x x| AW & Fy %‘

/
ecooTenn Mmesnty  Peaar .( Tamor

7 WA AN ORI YN e

Saseen o Dpngr

Iro Microsoft Word 2007
o - . Documentl - Microsoft Woed (Techoical Preview

Referentel Lailing Erview

Cadri (Body *n o =iz r&/ As
I U - x X' "’. : )
Range tamng

WA AN & ‘L T S e

Iro Mkrosoft Wored 2010

Crpasge Tual | “Wceo

V4 start C6 Ament -Mooso... | 53 Aocywer Mooss. | B Cooumered - Moot o l B0 1%

Foumep cnonszosakiig Microsoft Application lWirtualization: Ha 0qk0m KOMDLOTEDS 33NYWeHs!
0aRo0EDemerH0 Microsoft Word 2003, Word 2007 w Word 2010,
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SaaS (Software as a service )

MpoekTtbl, Poccus:
e-kontur.ru
kontur.ru
smartnut.ru
moysklad.ru
octoline.ru
insales.ru
gsoft.ru
solvermate.ru
kontur-evrika.ru
planfix.ru

cloudone.ru
(Takxke laaS/PaaS)
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laaS <= PaaS <= Saa$S

Platform as a Servi

Infrastructure as a
Service (laas)

oftware as a Service (Saa
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CepTtndukauma agMmMHUCTPaToOpPOB

05.09.2016
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MexxayHapoaHble CUCTEMBI

cCeEPTNDOUNKaLIMN CreLnasinctoB

e CepTuUdurKaLMOHHbIE NPOrpamMmmbl
Cisco
Microsoft
Oracle
Sun
Intel
IBM

e BcemupHasa ceTb aBTOPU30BaAHHbLIX LLIEHTPOB
TeCTUpPOBaHUA

Thomson Prometric (Drake training & technologies B 90-x)
Pearson VUE (Virtual University Enterprises)

05.09.2016
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CepTtudukalmnoHHas nporpamma MS
(MS Certification Program)

e HanpaBneHus (Tpekn):
Windows (knueHT. OC) MCSA (3 ak.) => MCSE (23k)

Windows Server MCSA (3 ak.) => MCSE (23k)
Applications

o Office (Office 365) MCSA (2 ak.) => MCSE (23k)

e MS Dynamics
SQL Server MCSA (3 ak.) => MCSE (23k)

Development MCSD (3-43k)
« WEB
o SharePoint
o Windows Store, HTML5
o Windows Store, C#
o Application Lifecycle Mgmt

e http://www.cs.vsu.ru/msita/Microsoft CertRoadmap C
ommercial Dec2016.pdf
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[TpoayKTUBHOCTbL, I T-MHPACTPYKTYypa

e Productivity (OdpuncHble NpUNOXeHNs)

MOS: Microsoft Office Specialist

aKk3ameHbl npoBoasTcs B cetn MS CertiPort
ypoBHU EXxpert (23k) => Master(1 3k)

e IT Infrastructure

MTA: Microsoft Technology Associate
o He aABnsaeTcs 0b6a3aTenbHON CTYMNEHbIO
o MOXeT bbITb caaH B MS Certiport

MCSA: MS Certified Solutions Associate
MCSE: MS Certified Solutions Expert
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MHopmMaTuka

e Computer Science

o MTA: Microsoft Technology Associate
o MCSD: MS Certified Solutions Developer

MCSA, MCSA, MCSD 3k3aMeHbl
NPOBOAATCA B MeXayHapo4HOU ceTu
TecTueHTpoB (Pearson VUE)

e https://www.microsoft.com/en-US/education/imagine-
academy/certification-roadmap/default.aspx

05.09.2016

21


https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx
https://www.microsoft.com/en-US/education/imagine-academy/certification-roadmap/default.aspx

CepTndunkaLumnoHHas nporpamma

Cisco Systems (cM. WwWWw.CISC0.Com)

e  YpOBHU ANSA cneumanucToB Mo YCTaHOBKE U noaaepxke cywectyowmx peweHnn — CCNA, CCNP, CCIE
e  YpOBHU ONs cneumannctoB—pas3paboTynKoB U MHXKXEHEePOB-NpoekTupoBLmnkoB — CCDA, CCDP

° CCENT (Cisco Certified Entry Networking Technician) - CepTuduumpoBaHHbIA TEXHUK
ak3ameH Interconnecting Cisco Networking Devices Part 1
e CCNA (Cisco Certified Network Associate) - CepTUdmunpoBaHHbIN CreunanmncT No ceTeBbIM TEXHOOMNAM.
[ByxaTanHbIin MeToq cepTUduKaumm BKIOYaeT:
ak3ameH Interconnecting Cisco Networking Devices Part 1
ak3ameH Interconnecting Cisco Networking Devices Part 2
nnn
1 ak3ameH CCNA 70 Bonp./90 MuH.
cepTudmkat AeNCTBUTENEH B TeYeHue 3 ner.
e  Cisco Certified Network Professional (CCNP) - CepTuguumpoBaHHbI npodeccruoHan no ceteBbiM
TEXHONOMNAM
Heobxoaumo Hanndne CCNA

caada 4 sksameHoB: Building Scalable Internetworks, Building Multilayer Switched Networks, Implementing Secure
Converged Wide Area Networks, Optimizing Converged Cisco Networks

e  Cisco Certified Internetworking Expert (CCIE)
aBTOpu3oBaHHbIe Kypchl, 3k3ameH CCIE-R/S, aByxaHeBHble nabopaTopHble ucnsitaHus B Cisco

e Cisco Certified Design Associate (CCDA) — CepTndunumpoBaHHbIv cneumanucT paspaboTumk
CCNA+ 1 ak3ameH Designing for Cisco Internetwork Solutions

e  Cisco Certified Design Professional (CCDP) — CepTuduumpoBaHHbIN ‘

fo

npodeccunoHan paspaboTumk
Heobxoaumo Hanudne CCNA, CCDA

caava 2-4 gononHMTEeNbHbIX 3K3aMEHOB creunanmsaumm %
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HanpaBneHua (Tpekn) nporpamMmmbl

CISCO

o Cloud

o Collaboration

o Cybersecurity Operations
o Data Center

o Design

o Industrial

o Routing and Switching

o Security

o Service Provider

e Wireless

Kaxxgoe HanpasneHne nmeet yposHu CCNA, CCNP, CCIE, a HekoTopble —
HayanbHbin CCENT

Akagemuna CISCO BI'Y, nogpobHocTn obyyeHus: http://cna.vsu.ru/
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[1lporpammel cepTudunkaunm Linux

Professional Institute (LPIC

e LPIC Level 1
* 101: General Linux |
* 102: General Linux Il

e LPIC Level 2
« 201: Advanced Administration.
« 202: Linux Optimization.
3-1 ypoBeHb npeanonaraeTcs CoCcTosWwmum n3 Habopa
cne6uv|ar2||/|3|/|posaHHb|x 9K3aMeHOB, No BbIOOpY B6yayT caaBaTbCs
nodble 2:

e LPIC Level 3.

321: Windows Integration.

322: Internet Server.

323: Database Server.

324 Security, Firewalls, Encryption.

325: Kernel Internals & Device drivers; Creating distribution
packages

05.09.2016 24



[Tlporpammbl cepTndmnkaumm SAIR

Linux and GNU

e Linux Certified Professional (LCP) — 1 ak3ameH.
« 3X0-101: Installation & Configuration nnn 3X0-102: System
Administration.

e Linux Certified Engineer (LCE) — 4 o6s13aTenbHbIX 3K3aMeHa
+ 3K3amMeHbI Mo BbIoOpYy.

3X0-101: Installation & Configuration.

3X0-102: System Administration.

3X0-103: Networking.

3X0-104: Security, Ethics and Privacy.

e Master Linux Certified Engineer (MLCE).
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[Iporpammbl cepTUdonkaumnn
Red Hat

e Red Hat Certified Technician (RHCT)
e Red Hat Certified Engineer (RHCE)

e CmM. http://lwww.rhd.ru/
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