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Ethernet agpecauus

24 bits l-—l--(

Organizationally

Unique ldentifier (OUI) Vendor assigned
(Assigned by IEEE)

OUI - organizationally unique identifier
G/L(U/L) - Globally/Locally administered
I/G - Individual/Group

Vendor assighed - cepurHbIN HOMep KapTbl
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MHukancynauua PDU

Destination
Segment Source Port Port

source [P DESHI?,H“U" Protocol . seqgment

Destination

MAC Source MAC | Ether-Field Packet
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Ethernet (IEEE 802.3) standards

IEEE 802.3 curHanbHble cTaHO4apThl:

10Base2, 10Base5, 10BaseT, 100BaseTX (IEEE
802.3u), 100BaseFX (IEEE 802.3u), 100VG-AnyLAN
(IEEE 802.12)

1000BaseCX (IEEE 802.3z) twinax, go 25 meters.

1000BaseT (IEEE 802.3ab) Category 5, 4 napHasa UTP
0o 100 m.

1000BaseSX (IEEE 802.3z) MMF 62.5- 1 50-micron
core; 850 nm laser, 0o 220 m (62.5), 550 m (50).

1000BaseLX (IEE 802.3z) SMF 9-micron core 1300 nm
laser, 0o 10 km.
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Ethernet (IEEE 802.3) standards

e 10G Ethernet:
e 10GBASE-L
SMF, 1310 HM — 10 km

e 10GBASE-E
SMF, 1550 HM — 40 Kkm

e 10GBASE-S
MMF, 850 HMm — 26 .. 300 meTpoB

e 10GBASE-T (npoekt go 2006 r.)
802.3an, TP Cat.6a, Cat.7, (Cat.6 — 50Mm.)
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100G Ethernet (IEEE Higher Speed
Study Groug

07.2007 IEEE 802.3 Higher Speed Study Group
(HSSG) nHumnummposana 3anpoc Ha paspaboTtky 100G
Ethernet c uenamu:

100Ghbps;

100m MMF;

10km SMF;

40km SMF;

TonbKko goynnekc;
nogaepxka kagpa 802.3 ;

BER>1012
Cm.:
http://grouper.ieee.org/groups/802/3/hssa/public/index.html
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http://grouper.ieee.org/groups/802/3/hssg/public/index.html

HoBble 1 byayuime sugbl TP

Cat 6/Class E Cat 7/Class F, nonoca 700 Ml'y, /

250/500(6a) Ml'y, - k': 1 %?OMFH(7a)
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Multi-Protocol Label Switching (MPLS)

e Llenb: yckoputk IP gocTtaBky MCNoONb3ya METKU
BMecTo |IP agpecos
noes Virtual Circuit (VC)

TEM HEe MeHee, Jentarpamma cogepxut IP agpec

PPP or Ethernet
header

MPLS header

IP header

remainder of link-layer frame

label Exp S TTL
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MPLS Tabnuusbl

out
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0

out
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out
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Tnnbl KOMMYTaTOpPOB

6 bytes

1 byte

6 bytes

6 bytes

Up to
2 bytes 1500 bytes

Preamble

SFD

Destination
hardware
addresses

Source
hardware
addresses

Length DATA

02.09.2016

A

Cut-through:
no error checking

T A
FragmentFree: Store-and-forward:

checks for all errors filtered;
collisions has highest latency
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STP, 802.1D

MAC = 0000.8c00.1201
Root bridge

All ports designated
(forwarding)

MAC = 0000.8¢00.8955 MAC = 0000.8¢00.1202
Root port Root port

Switch B

designated dasignajed
(forwarding) (forwarding)

MAC = 0000.8c00.2101 MAC = 0000.8c00.9870

nondesignated
Root port designated (blocking) Root port

(forwarding) ) Switch E
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Pa3sutne STP

e Per-VLAN Spanning Tree (PVST, +,
CISCO)

e Rapid Spanning Tree Protocol (RSTP),
IEEE 802.1w

RSTP-mocT moxeT oTBe4vaTb Ha BPDU,
NMNOCJiaHHbIE C KOPHEBOIO MOCTA
e Multiple Spanning Tree Protocol (MSTP),
IEEE 802.1s, no3xe nobasneH B IEEE
802.1Q-2003
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ArpernpoBaHue - Link aggregation
trunking

switch

trunks

IEEE 802.3ad, Link Aggregation Control Protocol (LACP)

02.09.2016 (c) 2002-6 BIY, ®KH, NC, Kosanb A.C. 13



Layer3 kKoMmmyTaTopbl

L3 switch

KpamkoepemeHHbIl nomok

-L3/4 switching — several proprietary technologies
-ASICs

- IP addresses, UDP/TCP port, TOS xeWwunpyrTCsa 1 3anoMMUHAKOTCA B
KOH(Urypauusx nopToB Ha Nyt notoka naketosB (NetFlow)
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Virtual LANs (VLANS)

IEEE802.1p/Q defines additional field
for VLAN ID (12 bits) and priority (3
bits)

CISCOQO’s proprietary (ycrapen) — ISL

VLAN — TexHornorma 2 ypoBHS, HO
0ObIYHbIX peanusaumax Tpedbyet

obopynoBaHna 3 YPOBHS.

TR-Encapsulation
VLAN Identifier (VID) |
e >

)
e

Apec HasHaueHus | Anpec UCTOMHMKA Tﬁg;’%:f“' Merka VLAN | Ether Type

. 6 6air . 6 6ant . 2 baiTta 2 6aiita 2 6GaiiTta
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VLAN-bI YyCTpaHAIT Pn3ndeckmne
OrpaHnN4yeHus

VLAN Overview

= Segmentation
= Flexibility
= Security
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Tunel VLAN

e Ctatnyeckme VLAN

UneHctBo B VLAN KOHpurypupyetcs
aAMUHNCTPaATOPOM

e [lnHamunyeckmne VLAN

ABTOMaTHU4ecKkoe onpegeneHne YneHcTea B
VLAN, ocHoBaHHOe Ha MAC, npoToKkonakx,
NPUNOXXEHUAX.

VLAN Management Policy Server (VMPS) y
CISCO.
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CISCO-1paHkn. Pexxnmbl NOPTOB:
access (untagged), trunk (tagged).

I 0ooilBai1lBoa 1 8018010 Ol @ @1 0B8N O @B

™ ey [ g oy e e e g o e ] e

Trunk Link

Fed VLAN  Blue WVLAN Green VLAN

VLANS can span across multiple switches @ @

by using trunk links, which carry traffic

for multiple VLANS ’ '
Red VLAN  Blue VLAN Green VLAN
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VLAN meToabl

OpUruHansHel pamep

Encapsulation Frame -

BHTH 24 241 15 1 15 | 16 ot 8 go 196600
IHEUEHKE NAA A8AL03(SNAF) VLAN EMNCAPSULATED FRAME

Destination Address User CFI

priority

e Inter-Switch Link (ISL) . m—— o]
o IEEE 802_1Q Z EtherType = 0x8100

e VLAN Trunking Protocol T
(VT P) variable Data

Pexuwmbl: client, server, =5
transparent oS
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HacTtpounka VLAN ana 1900

>en

#config t

(config)#hostname 1900
1900(config)#vlan 2 name sales
1900(config)#vlan 3 name marketing
1900(config)#vlan 4 name mis
1900(config)#exit

1900#sh vilan

1900#config t

1900(config)#int e0/2
1900(config-if)#vlan-membership static 2
1900(config-if)#int e0/4
1900(config-if)#vlan-membership static 3
1900(config-if)#int e0/5
1900(config-if)#vlan-membership static 4
1900(config-if)#exit

1900(config)#exit
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HacTtpounka VLAN agna 2950

Switch>en

Switch#config t
Switch(config)#vlan 2
Switch(config-vlan)#
Switch(config-vlan)#vlan 3
Switch(config-vlan)#name Sales
Switch(config-vlan)#vlan 4
Switch(config-vlan)#name Finance
Switch(config-vlan)#"Z

Switch#sh vlan brief

Switch(config-if)#int f0/2
Switch(config-if)#switchport access vian 2
Switch(config-if)#int fO/3
Switch(config-if)#switchport access vlan 3
Switch(config-if)#int f0/4
Switch(config-if)#switchport access vian 4
Switch(config-if)#
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HacTtpowuka TpaHkoB 1900, 2950

e 1900#config t
e 1900(config)#int f0/26
e 1900(config-if)#trunk on

e Switch#config t

e Switch(config)#int f0/12

e Switch(config-if)#switchport mode trunk
e Switch(config-if)#*Z

e Switch#
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HacTtpouka TpaHkoB anga 3550

e Switch#config t
e Switch(config)#int f0/12
e Switch(config-if)#switchport mode trunk

e Switch(config-if)#switchport trunk
encapsulation ?

dotlg Interface uses only 802.1q trunking
encapsulation when trunking

ISl Interface uses only ISL trunking
encapsulation when trunking

negotiate Device will negotiate trunking
encapsulation with peer on interface
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MapuwpyTtnsaumna mexay VLAN

2600#config t

2600 (config) #int £0/0.1

2600 (config-subif)# encapsulation dotlg vlan#
2600 (config-subif)# encapsulation dotlg 1

2600 (config-subif)# ip address 192.168.10.129
255.255.255.240

2600 (config-subif)# int £0/0.2
2600 (config-subif)# encapsulation dotlg 2
2600 (config-subif)# ip address 192.168.10.46 255.255.255.240

2600 (config)#int f0/0.1
2600 (config-subif) #encapsulation isl vlan#

02.09.2016 (c) 2002-6 BIY, ®KH, NC, Kosanb A.C. 24



[lpoTokon ARP

74-29-9C-E8-FF-55 88-B2-2F-54-1A-0F

\

—— 1P:111.111.111.110 —{[] 1P:222.222.222.221
PLULILIL N | g6 g9-00-17-B8.48 ‘

Ao

1A-23-F9-CD-06-98
IP<222.222 272,220
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Layer 2 aTaku

MAC flooding [fINd...]

[NoTpebneHne Bcen namat kommyTatopa noga MAC-tabnuuy ans nepesoaa ero B
failopen mode (hub-nogo6HbIN)

3awmTa — npusaska noptoB K MAC unu orpaHudeHune kosn-sa MAC Ha nopt
ARP(MAC)-spoofing, ARP-poisoning

accoumnauma MAC aTtTakytowero ¢ IP gpyroro y3na (wnto3a, cepsepa AAA) -> DoS,
naccnBHOe ckaHMpoBaHue or MiM aTaka

3awmTta: KoHTposib ARP ¢ nomolubto arpwatch , static ARP, dynamic ARP inspection
(DAI), DHCP snooping

VLAN Hopping

Amynsumsa MO aTtakytowero kommyTaTopa ¢ trunk noptom, nogaepxusatowiem ISL unm

802.1q n Dynamic Trunking Protocol (DTP) signaling. Inu TerrmpoBaHune kagpos ¢
asymsa 802.1qg 3aronoBkamu.

3awura: YCTaHOBKa BCeEX MNMOoJ1Ib30BaTEJIbCKNX MNMOPTOB B non-trunking peXnM BbIKIMHO4YNB
DTP

STP aTaka

AHOHCUpPOBaHME CUCTEMOM aTaKyoLero MocTta ¢ HU3KUM 3HayeHnem STP-npuopuTteTa.
[MocTosHHasa koHBepreHums STP npueBegeTt k DoS.

3awuTa: kopnopaTtmeHble pewweHna (Hanpumep, CISCO’s STP BPDU guard/root guard)
ncnonb3yTca Ana npegonpegeneHnsa STP-Ttononorun.,
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