YnpaBrneHue cetamu, yHKLNU

B ctaHgapTtax ISO7498-4, ITU-T X.700, cBA3aHHbLIX C ynpaBfieHUEM
CeTAaAMU, BbIAENAT NATb PYHKUMN yNpaBneHus:

YnpasneHue koHdurypaumnen (configuration management)

N3meHeHne napameTpoB OOBLEKTOB YNpaBreHnst U ynpaBrieHne nux
CBSI3HOCTbIO, KOH(PUTypUpoBaHmne

ObpaboTka owmnbok (fault management)
OnoBeuweHne 06 owmnbKax, NMKBMOALNS aBapUNHBLIX CUTYyaLni

AHanus npounssoguTenbHOCTU (performance management)
Cbop cTaTUCTUKM C OOBEKTOB ynpaBneHnd, onpeaeneHne y3knx Mect

YnpasneHne 6e3onacHOCTbIO (Security management)

BkntoyaeT B cebs ynpaBneHne MexaHmaMamm obecneyeHust LLenoCTHOCTH,
KOHUAEHUMANBHOCTU U AOCTYMHOCTU MHOPMaLMK B CUCTEME

YyeT paboTbl (accounting management)
y4yeT UCMNosfb30BaHNA PecypcoB CeTU
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[IPUMEHUTENBHO K KOMMbIOTEPAM U
[10 (System Management system

I CtaHpgapTHble YHKUMKN SMS

YdeT annapaTtHbIx cpeacts u 0
YctaHoBka 10
KOHTpOb NpOnU3BOAUTENBHOCTU N OLLMDOK

I [pumepbl SMS: MS/SMS, IBM/Tivali,
Norton/Ghost (4acTn4HO)
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MHoroypoBHeBOe npeacraBneHune
3a0auJ ynpaBliEHNA CETHIO

BusHec-ynpaeneHve

Ynpaenexue
ycnyramm

Ynpaenexue ceTtbio

Yripasneuue
aneMeHTaMu ceTu

SnemeHTLl CeTH
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B3anmogencTeme areHta, MeHegXxepa u
yrpaBndgeMOoro pecypca

WHTepdenc WUHTepdeiic areHTa
MEHeKep — areHT C Mogenkio pecypca

MeHegxep | AreHT

WHTepchenc MmeHempkepa WUHTepcbeiic areHTa —— ‘
€ MoAenblo pecypca C pecypcom M i
ofens ynpasnsaemMoro
Mogens Ynpaensembilii pecypc pecypca, cogepxalias
ynpaensiemoro (MapwpyTuaarop, kaHan, TeKyLUUe 3Ha4YEHUs
pecypca : OC, CYBO) XapaKTepucTUK pecypca
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PacnpepgeneHHaa cucrtema

MpaBJ1IeHU4A
MeHen,Kep
/,/ (cepsep) (koHconb)
'\ Mexemxep

| (cepeep)

Pabouas craHuus Menemxep
(koHconb) (cepeep)
| Mexepxep Pabouas cTaHuunA
(cepaep) | (koHCONb)
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OOHOopaHroBble CBA3N MeXay

MeHenxep

Cucrema ynpasneHus 1

BA

05.09.2011

MeHenxep

Cucrema ynpaBneHus 2

. Cucrema ynpasneHus 3

BO

Menenxep

B0

=0

s

NE

NE |

NE

B — 6asa naHHbIX
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AreHT
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Mepapxunyeckme cBA3n mexay
MeHeKepamu

Cuctema ynpaeneHus ceTbio

MeHemkep

ArgHT

MeHemxep |
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Management types

I in-band management — ynpasneHne «4yepes
ceTb». [lpumepsbl: SNMP, Telnet, SSH.

out-of-band management (unu Lights-out
Management, LOM) - ynpaBneHune He «4epes
CeTb», a C UCMONb30BaHNEM OTAOENbHOU
BblAeNneHHON AN 3TOro cucteMbl. PU3NYECKNX
NUHUN 1 1.0. [Npumepsbl: BblaeneHHoe
NOAKMNYEHNE K KOHCONN Yepe3 MOOEM C
He3aBUCUMbIM MUTAHUEM UMN TEPMUHATTBHbIN
cepBep C oTAeNbHbLIM NMUTAHUEM U
KOMMYHUKaLUAMMU.
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YnpaBneHue cetamu, nHtepdoenc
MEHeXaep-areHT

I SNMP (paspaboTaH B yHUBEpPCUTETE
TenHeccu (CLUA),1988r.), IPv4 u IPv6

I Common Management Information

Protocol, CMIP (ISO/OSI)

I OnncaHne popmaTtoB NPOTOKOMNOB U
nepemeHHbIX MIB ncnonb3syet
doopmarnbHbIv A3bIK ANS.1, NPUHATLIV B
ISO Kak cTaHgapTHasa HoTauma ang
KOMMYHUKaLMOHHbIX MPOTOKOS1OB
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Cucrtema ynpaBfieHUA Ha OCHOBE
SNMP

BesonacHocTb: community
public
private

3HaveHun napamerpos MIB

\ snmp 161/udp

CTaHuus ynpaBneHus snmptrap 162/udp

KoHueHTparop,
KomaHngpbi: ynpasnsembli

i no SNMP
Get-request Basa ynpasnseMbix

GetNext-request M KOHTPOMUPYEMBIX | 1o
Get-response napameTpos
Set-request KOHUeHTpaTopa

Trap

GetBulk (SNMPv2) agent

05.09.2011 2011 BI'Y, ®KH, UC, Kosanb A.C. 10



Pabota SNMP 4yepes3 UDP

05.09.2011

Janpoc

55 |
nopt UDP

T

Mopr UDP 162 E

:]

HMHAMMYECK WM
nopt LUDP
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Ctpyktypa 6assl SNMP MIB

‘ TKOpeHb ‘
|

Ob6vekr O6vekT |
SysUpTime SysObjectiD

| )

ifAdminStatus (06vexT) ifType (06vexT)

l 1 (peanunsauus) l 1 (peanusauus)
* Testing (3HaueHue) Ethernet-csmacd (3HaueHue)
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SNMP MIB-I, 8 rpynn

System

Interfaces

Address Translation Table
IP

ICMP

TCP

UDP

EGP

1.
2.
3.
4.
D.
6.
7.
8.
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SNMP MIB (npocTpaHCTBO UMEH
o00bekToB I1SO)

directory “ experimental
1 : 3 4
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YacTtb gepeBa ISO, ob6bekTbl MIB-I

1

diréctory
1

[Mpumep: iso(1).org(3).dod(6).internet(1).mgmt(2).mib(1).system(1).sysUpTime(3)
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SNMP MIB

‘ T KopeHb
Cucreuar | T
Ob6vexr O6vexT
SysUpTime SysObjectiD

| )

ifAdminStatus (06vexT) ifType (06vexT)

l 1 (peanunsauus) l 1 (peanusauus)
Testing (sHayeHue) Ethernet-csmacd (3HaueHue)
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Cneundukaumna RMON-MIB (N16)

Statistics - Tek. AaHHble

History - coxpaHeHHble AaHHbIe
Alarms - 3Ha4yeHus

Hosts

HostTopN

TrafficMatrix - nonapHag MHTEHCUBHOCTb
(Tabnuua)

Filter - ycnosus
PacketCapture - ycnosug
Event -ycrnosu4
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SNMPv3, 1999r.

Menexep
I SNMPv3
USM User-based Security

Kaxme-nnbo AehcTeN  AreHT Model

OO A View-Based Access Control
Model (VACM): A view specifies
a particular set of MIB objects
that can be accessed by a
particular group in a particular
context. By controlling these
views an administrator can
manage what information is
accessed and by whom

Three security levels:
noAuthNoPriv — no
authentication and no privacy
password; authNoPriv —
authentication, but no privacy
password,;

authPriv - authentication, and
privacy password.
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TecTtoBagd cetb anga SNMP

“* Cisco Packet Tracer

File Edit ©ptions VYiew Tools Extensions Help
A= " 2w B s 00 S
P

Logical Mew Cluster Mayve Object Set Tiled Background

3560-24P5
Multilayer Switch

Time: 00:20:33 | Power Cycle Devices Realtime

ﬁﬂ.m:ﬂ @@@E ElScenarinD

| Connections [ Mew ][ Delete ]

g i s ";': 3 [N * ’Tu:uggle FDU List Windnw] N

Copper Straight-Through

vl Fire  Last Status  Source
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HacTtpouka areHTta

* Router

PhygcaI" Config | CLI|

I0% Command Line Interface

Bouterren
Bouterffocont t
Enter conficuration commands, one per line. End with CHNTL/Z.
RBouter (config) fsnmp 7
commuanity Enable SMNMP; set commuanity string and access priws
Douter (config) fsnmp com
Bouter (config) fsnmp commuanity 7
WORDL SNMP community string
Bouter (config) fsnmnp community public 7
ro  PBead-only access with this commanmity string
riv  Bead-write access with this community string
“orF
Bouter (config) fsnmp community public ro
(SMNMP-5-TAPMETART: SNMP agent on host Pouter is undergoing a warm start
RBouter (config) fsnnp commuanity priwvate rw

Bouter (config)f

[ Cop

05.09.2011 2011 BI'Y, ®KH, UC, Kosanb A.C. 20



MRTG - The Multi Router Traffic

Grapher (http://oss.oetiker.ch/mrtg/)

g PN SNMPv2c
3a0.0 M
o 240.0 1 *MRTG UNIX/Windows
g *Perl, open-source
0.0 14 16 13 20 22 o 2 4 & & 10 12 14 16 1§ 20 Z2 .SNMP HAaNUCaHo Ha Perl

= ge0.0 M X

E 420.0 M

E 260.0 M

; 140.0 M k

& 0.0 M
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http://oss.oetiker.ch/mrtg/

05.10.:

Configuration

Community

A HUBwatch ¥4.1.1: Agent=[10.19.0.116] polling=[disabled]

View

Options Applications

o thedl 1f-Heof | 0

ALHOE USFTHSTADI
AEEAES

e e i ¢
lididididididididididididididd

DEChub 900 MultiSwitch

LGk &




D Repeater Summary:10.19.0.116:slot &




CybbekTbl cuctembl yrnpasneHuna OSI: System
Management Application Entities (SMAE)

YpoBHU

MpuxknagHow

YpoBHu

MNpoTokon ynpasneHus

MpuknaaHow

SMAE [«

MpencraButenbHbIA

CeaHCcOBbIV

TpaHCNOPTHLIN

CeTteBo#

KaHanbHbI

duanveckun

05.09.2011

P SMAE

MpeacraeuTenbHbLIA

CeaHcoBbIN

TpaHCnopTHLIA

CereBon

KaHaneHbIN

duanyeckmin
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Hactponka NMS

-* Advanced

| Physical " Canfig | Deslkufcup

Address 10,0,0.2

Port 161

Re:ad Cornrmunity | T

W'rite Community | TITTY T

SHMP Version v

‘ ik Cancel
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BeinonHeHne SNMP GET-3anpocoB

i Physical || Config | Desktop

Address: |10.0.0.2 | oID: [.1.3.6.1.2.1.1.3.0

[ Advanced. .. ] Cperations: |Get

Result Table

SMMP MIBs
[¥- router_advip MIBs ‘Name,/0ID ) ¥alue Type
= switch_LZ MIBs .1.3.6.1.2.1.1.3.0 {.is0.0rg.... 0 hours 6 minutes 0 secon... TimeTicks

= iso
= .org
= dad
=) .internet
= .rgmk
=) .mib-2

[=)- system

e .s';-'sDes_cr OID 1.361.21.1.3.0

syaObjectID

- Synkax | TimeTicks
o sysContact Access read-only
oo syshlame i
‘o syslocakion Description The time (in hundredths of a second) since the network me —
= .interfaces ™
feifMurber <l >

Jis0,org.dod.internet, mgmt.mib-2 . system, sysUpTime. 0
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BeinonHeHne SNMP GETBULK-3anpocos

|_Physica\ | config | Desktop |

Address: | 10,0.0.2 oID; [13s6l2122172 |
—— 3. =)

A d\l"ﬂ nce d Result Table

SHMP MIEs
- MIE Tree Name,/0ID Type

router_std MIBs .1.3.6.1.2.1.2.2.1.7.2.1 (iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifadminStatus.1) Integer

router_advip MIBs .1.3.6.1.2.1.2.2.1.7.2.10 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.10) Integer

= switch_LZ MIBs 1.3.6.1.2.1.2.2.1.7.2.11 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.11) Integer

= iso 1.3.6.1.2.1.2.2.1.7.2.12 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifadminStatus.12) Integer

& 'g..g, 5 1.3.6.1.2.1.2.2.1.2.2.13 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTabl il i { Integer

= .internet J.2) -is0.0rg. Lil X .mib-2.i il .l il - Integer

.1.3.6.1.2.1 fir 4 o.org.dod.internet.mgmt.mi .| ntry.ifAdminStatus.15) Integer

(=] .1.3.6.1.2.1, 2. o.org.dod.internet.mgmt.mi X ntry.ifAdminStatus.16) Integer

lﬁ!ddress .1.3.6.1.2.1, 2. o.org.dod.internet. mgmt.mi .| ntry.ifAdminStatus.17) Integer

.1.3.6.1.2.1, 2. . X ntry.ifAdminStatus.18) Integer

.1.3.6.1.2.1, 2. .org.dod.ii 2 il il .| fEntry.ifAdminStatus.19) Integer

.org.dod.internet.mgmt.mib-; il dminStatus.2) Integer

o.org.dod.internet.mgmt.mib-; il fEntry.ifAdminStatus.20) Integer

1.7.2.21 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.21) Integer

JiFAdminStatus

- ifSpeed

- ifPhysAddress

- ifAdminStatus
(FOperstatus

. switch_multiLayer MIBs : 1361212217
SMMP Mersion

Synkax ¢ Integer

Access read-write

The desired state of the interface. The testing(3) state indicates that no operational pack
Description ¢ interfaces start with iFAdminStatus in the down(Z) state. As a result of either explicit man
the managed system, ifAdminStatus is then changed ko either the up(1}) or testing]3) stat
¥
| >

Jiso.org.dod.internet . mgmk.mib-2.interf aces. iFTable. FEntry. FadminStatus. 2
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BeinonHeHne SNMP SET-3anpocoB

~* SNMP Set

oID 136121140

Data Tvpe |OctetString

Yalue | admin@cs, wsu.ru, room 383a

Ok ” - "’|E

Result Table

Mame /01D Yalue Type

£1.3.6.1.2.1.1.4.0 {.iso.org... admin@cs.vsu.ru, room 383a OctetString

olD : [i3s1z1.1.40
Swnkax OcketSkring

Arcess | read-write

| The textual identification of the contact person fo

DestHatlon:d person, IF no contack information is known, the wi

£l
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