YnpasrneHune cetamMmun, yHKLUN

B ctangapTtax [ISO7498-4, ITU-T X.700, cBA3aHHbIX C ynpaBlieHNneMm
CeTaMU, BbIAENAOT NATb PYHKLUMW yripaBneHus:

YnpasneHue koHgurypaumen (configuration management)

N3ameHeHne napaMeTpoB 0OBHEKTOB yNpaBneHus U ynpaBneHme ux
CBSI3HOCTbIO, KOHPUTYpUPOBaHUE

Ob6paboTka owmnbok (fault management)
OnoseleHne 06 owmnbkax, NMKkBMgauma aBapnHbIX CUTyaunm

AHanuna npounssogutenbHocTh (performance management)
COop cTaTUCTUKM C OOBLEKTOB yNpaBneHnd, onpegeneHne y3knmx Mect

YnpasneHne 6e3onacHOCTbIO (Security management)

BkntovaeT B cebs yripaBsJieHne MexaHm3mamm obecrnevyeHuns LLeNoCTHOCTH,
KOHd)VI,EI,eHLI,I/IaJ'IbHOCTVI N OOCTYNHOCTHU I/IHC*)OpMaLI,VIVI B CUCtemMme

I Yyet pabotbl (accounting management)
y4yeT UCMNoNb30BaHNA PECYPCOB CETU
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[IPUMEHUTENBHO K KOMMbOTEPAM U
[10 (System Management system

I CtaHoapTHble PYHKUUKM SMS

YyeT annapaTHbix cpeacts u [10
YctanoBka 10
KOHTpOsb Npon3BoaAnUTENBHOCTU U OLLNOOK

I [Mpumepbl SMS: MS/SMS, IBM/Tivoll,
Norton/Ghost (4yacTn4HO)
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MHoroypoBHeBoOe npeacrtaBneHune
3a4auJ ynpaBlieHNA CETbLIO

BuaHec-ynpasneHue

Ynpasnexue
ycnyramu

Yripaenexue cetbio

Yrpagnexve
3anemMeHTamu cetu

SOrnemMeHThl CeTH
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B3anmogencTeme areHta, MeHeaXxepa u
NpaBnsgemMoro pecypca

WHTepdgeiic UHTepdeic areHTa
MEHeKep — areHT C Mogenbio pecypca

MeHeaxep |€——————pp AreHT

UHTepcpeinc MeHepkepa UHTepdeic areHra —— ‘
C Mojenbio pecypca C pecypcomM

Mogenb » Mogpens ynpasnsiemoro

ynpaBsnsiemoro Ynpaensemilit pecypc pecypca, cogepxalias
pecypca (MapwpyTuaarop, kaHan, TeKyLUMe 3HaYeHMS

| OC, CYBA) XapaKTepucTuK pecypca
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PacnpepeneHHada cucrtema

NMpaBJ1IeHUN4A
/,f’ (cepBsep) (koHconb)

Pabouas craHyus
(KoHCONb)
| MenHepxep Pabouas ctaHuun
(cepmep) ‘ (koHconb)
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OOHOpaHroBblE CBA3U MeXay
MeHeIKepaMU

MeHexep

Cucrema ynpasneHus 1

BA

04.09.2002

Menekep

Cucrema ynpasneHus 2

BO

MeHepkep

. Cucrema ynpasrieHus 3

BO4

Z

NE

NE |

NE

s A

Bl — 6a3a aaHHbIX
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Mepapxunyeckme cBasn mexay
MeHeKepaMu

CucTema ynpasneHus ceTbio

MeHepxep

AreHT

MeHemkep |
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TnnnyHaga apxuTekTypa ynpaBneHud
ceTblo. icnonb3oBaHMe NPOKCHU.
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Twunbl ynpaBreHns No CTeNeHu
aBTOHOMHOCTW

I in-band management — ynpaBrieHne ceTeBbIM
obopyaoBaHMUEM «4eped ceTb». [pumepesl:
SNMP, Telnet, SSH.

out-of-band management (uHorga Lights-out

Management, LOM) - ynpaBneHus n3BHe
CETU, Yepe3 BblAENIEHHbIE KaHarlbl
obcnyxusaHua. lNpumepsi:
nocriegoBaTesibHble KOHCOSIbHbIE NOPThI, dial-
up Mmoaem, UCrosnb3oBaHNE HeE3aBUCUMbIX
CUCTEM IEKTPOCHADXeHus1. PaboTaeT
HEe3aBUCUMO BKITIOYEHO/MCNPABHO NN CETEBOE
N cepBepHoe obopyaoBaHMeE.
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YnpaBneHue ceTaMun, UHTEPMENC
MEHeKep-areHT

SNMP (internet, pa3paboTaH yHMBepcmnTeToM TeHeccH
(CLLUA),1988r.)

Common Management Information Protocol, CMIP
(ISO/OSI)

OnuncaHne goopmaToB NPOTOKOMNOB, NEPEMEHHbLIX MIB
ncrnonb3yeTt oopmanbHbIN A3blKk ANS.1, NPUHATLIV B
ISO kak ctaHgapTHaa HoTauma ang
KOMMYHMKaUWUOHHbIX MPOTOKOSI0B

Peanusaumn SNMP: Carnegie-Mellon University CMU-
SNMP; University of California, Davis UCD-SNMP;
SourceForge Net-SNMP
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Cucrtema ynpaBneHnUsa Ha OCHOBE

SNMP

CraHuus ynpasneHus

KomaHabl:
Get-request
GetNext-request
Get-response
Set-request
Trap

GetBulk

04.09.2002

BesonacHocTb: community
public
private

3HaveHus napamerpos MIB

N

161/udp

snmptrap 162/udp

KoHueHTparop,
ynpasnseMbin
no SNMP

Ba3a ynpasnsembix

M KOHTPONUPYeMbIX | pio

napameTpos

KOHLIeHTpaTopa

agent
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Pabota SNMP 4yepe3 UDP

AHHAMHEECKHH
Mopr UDP 162 nopt UDP

ﬂ‘ﬁg;‘;“.ﬁ;“““ Mopr UDP 161
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CTtpykTypa 6a3sl SNMP MIB

3

SysUpTime

w
P
gl

——

[ ]

l | | I
ifAdminStatus (o6wexT) ifType (06vexT)

| I

%ﬂpeanmw ) %ﬂpﬂm usauus)
Testing (3HaveHue) _ Ethernet-csmacd (3HaueHue)
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SNMP MIB (npoctpaHCTBO MMEH
obbekToB ISO)

directory experimental
1 3
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|

|
Mﬂe H T M m M - Standard (0) 150 member 150 idLntified

boay (2] organization [3)

KaTopoB | '| I|

06136 KTOB DD Fe " danifed (57]
|
OS] R

directary [1] | experimental (3) security |5] ‘ mail [7}

management (2] private (4) snmpvd (5]

AAIB-2 (1)
system [ 1] addrass icmp 5] udgp |7 cmot (D) snmp 1 1]
franslation |3
interface [2) ip (4] tep (6] egp (8] freans- imon [18]
migsion [ 10}
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SNMP MIB-I, 8 rpynn

System

Interfaces

Address Translation Table
IP

ICMP

TCP

UDP

EGP

1.
2.
3.
4.
5.
6.
1.
8.
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Yactb gepeBa |ISO, obbekTbl MIB-I

internet

dlréctory
1

[Mpumep: iso(1).org(3).dod(6).internet(1).mgmt(2).mib(1).system(1).sysUpTime(3)
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Cneundukauma RMON-MIB (N16)

Statistics - TeK. AaHHble

History - coxpaHeHHbIe gaHHble
Alarms - 3HayeHuS

Hosts

HostTopN

TrafficMatrix - nonapHag NHTEHCUBHOCTb
(Tabnuua)

Filter - ycnosus
PacketCapture - ycnosus
Event -ycnoBus
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SNMPV2 : Tunbl coodLweHunmn

Tun SNMP-coobuieHus SyHKLMS

GetRequest
GetNextRequest
GetBulkRequest

MeHenxep-areHTy: nonyunTsb
AAHHbIe, cneayrowme, 6710K)

MeHepxep-meHenxepy:

InformRequest | onenath MIB-3HaueHMe

SetRequest M-A: 3aaaTb MIB 3HayeHue

Response A-M: oTBeT Ha 3anpoc 3Ha4YeHuem

Trap A-M: onoseweHne M
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SNMP mogenun 6esonacHOCTU

1 SNMPv1
Community-based mogenb 6esonacHocTu: (private (rw), public(r))
1 SNMPv2

v2p — Party-based Security Model. Party — nornyeckas cyLHOCTb,
onpegensaowasa KOHKPETHbIN NPOTOKON ayTeHTUdMKaLMN U NPOTOKOS
3awnTbl/lWndpaummn gaHHbIX.

v2c — Community-based Security Model
v2u — User-based Security Model

I SNMPv3
USM User-based Security Model

View-Based Access Control Model (VACM): onpegensaeT KOHKPETHbIN Habop
006bekToB MIB, K KOTOPbIM MOXET ObITb 4OCTYN CO CTOPOHbI KOHKPETHON
rpynnbl N B KOHKPETHOM KOHTEKCTE. T.0. agMUHUCTpAaTOp onpeaensieT kakas u
KOMY MHbopMauma OOCTYMNHa.

OnpegeneHbl TpU YPOBHS:

noAuthNoPriv — no authentication and no privacy password,;

authNoPriv — authentication, but no privacy password,

authPriv - authentication, and privacy password.
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SNMP security and administration

encryption: DES-encrypt SNMP message

authentication: compute, send MIC(m,K):
compute hash (MIC) over message (m), secret
shared key (k)

protection against playback: timestamps

view-based access control

SNMP cyuwHocTh nogaepxunsaet bl npae gocrtyna
N NONIUTUK ONS pa3nnU4YHbIX Nornb3oBaTeneun

bl cama npeacraBnseT cobon 0OLEKT ynpaBreHuns
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SNMPvVv3 security features

Encryption. SNMP PDUs can be encrypted using the Data Encryption Standard (DES), the
secret key of the user encrypting data must be known at the receiving entity.

Authentication. SNMP combines the use of a hash function, such as the MD5, with a secret
key value to provide both authentication and protection against tampering. The approach,
known as HMAC (Hashed Message Authentication Codes).

m - SNMP PDU, that sender wants to send to the receiver, have already been encrypted.
Both the sender and receiver know a shared secret key, K

The sender will send Message Integrity Code (MIC), MIC(m,K) over the combined PDU and
key which then transmitted along with m. When the receiver receives m, it appends the secret
key K and computes MIC(m,K). If this computed value matches the transmitted value of
MIC(m,K) then the receiver knows also that the message was sent by someone who knows
the value of K, i.e., by a trusted, and now authenticated, sender.

Protection against playback. The sender includes a value in each message, based on a
counter in the receliver. This counter reflects the amount of time since the last reboot of the
receiver's NM software and the total number of reboots since the receiver's NM software was
last configured. As long as the counter in a received message is within some margin of error
from the receiver's actual value, the message is accepted as a non-replay message.

Access control. SNMPv3 provides a view based access control (VBAC), which controls which
network management information can be queried/set by which users. An SNMP entity stores
information about access rights and policies in a Local Configuration Datastore (LCD).
Portions of the LCD are themselves accessible as managed objects, and thus can be
managed and manipulated remotely via SNMP.
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SNMPv3, 1999r.
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CyobekTbl cuctemMbl yripasneHmns OSI: System
Management Application Entities (SMAE)

YpoBHU YpoBHU

MpuknagHow ‘ MpuknagHow
MpoTokon ynpasneHus
SMAE [« Ee i

P SMAE

MpeacraBuTenbHbIA MpeacraBuTenbHbLIA

CeaHcoBbiN CeaHcoBbIN

TpaHCNOpPTHbLIN TpaHcnopTHbLIA

CerteBo# CereBon

KaHanbHbiv KaHanbHbIN

dusnyeckmin duanyeckmin
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AnnapaTHO-NporpamMmMHbIe
N1aTOpPMbl aAMUHUCTPUPOBAHUSA

I MS IntelliMirror — Habop TeXHONOrMN
ynpasnenuns UT-nHdpacTpykTypou
CHMXaKOLWKMX T.H. CTOUMOCTb

akcnnyatauuu (total cost of ownership,
TCO)

1 IBM Tivoli — 'O ynpaeneHua UT-
MHMPPaCTPYKTYPON NpeanpuUaTUs u
obecnevyeHnsa 0e3onacHOCTU
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[10O MS IntelliMirror

1 BoamoxHoctu IntelliMirror

YnpasneHnue gaHHbiMu (Data Management)
1 nepeHanpasneHne katanoros (Folder Redirection)
1 aBTOHOMHble dannbl (Offline Folders)
I OUCKOBbIE KBOTbI

YnpaBneHue nonb3oBaTernbCkUMy napaMmeTpamu HacTpourku (Desktop
Settings Management)

YcTtaHoBka n conpoBoxaeHue 10 (Software Installation and Maintenance)
Cnyx6bl ynaneHHon yctaHoBku (RIS)

I  TexHonoruu, Bxoasiwme B coctas IntelliMirror
Cnyx6a katanoros Active Directory
['pynnoBaga nonutuka Group Policy
[lepemewaemble npodpunu nonb3oBatens Roaming User Profiles
[lepeHanpasneHue katanoroB Folder Redirection
ABTOHOMHbIe hannbl Offline Folders
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AAMWHUCTPUpPOBAHNE
KOpNopaTUBHbLIX KOMMYTaTOPOB

1 HTTP
1 CLI/SS

'BHewHwue uHTepdeiics
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HTTP nHTepdenc ynpaBneHus

ﬁ H'ﬁa? @ Z5-core - ProCurve Switch 3400c-24G (149054)

Identity

Status

CONTOuUration

TR Fort counters
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| Date  Time

Alert Loy
Description

- .R;affresh |

Loss af link
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Exceszsive hroadeasts
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Loss af link
Excessive CRCH
alignment errars
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25.12.2007 21:28:04

2612.2007 20:14:04

e 49 2NN7 n-13-14

Cpen Event

Lost connection to multiple devices an port: 13000

Lost connection to multiple devices on port: 2(SRY1).

Lost connection to multiple devices on port: 130800,
Excessive broadcasts detected on port: 19(SREWS).

Excessive hroadeasts detected on port: 19(5RWA).

Lost connection to multiple devices an port: 12002
Excessive CRCAlIgnment errars on port; 22(AP2-479-GLUEST).

Excessive CRCIAlIignment errars on port: 23(AP2-473-GLUEST).

Cwemmrive D Mlinnraant avvars amonade 327000 A70 ) IC0T

Acknowledge Selected Events Delete Selected Events

Motice to all users

Applet PortGraph started

’_ I_ I_ ’_ I_ Iﬁ |J Trusted sikes

o+ 100%

i
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“HUBwatch ¥4.1.1: Agent=[10.19.0.116] polling=[disabled] N =]

Configuration Community View Options Applications

MO ynpaBneHunsa
ceTeBbIM
obopygoBaHneMm
DEC NRG
HubWatch.
icnonb3yeTcs
SNMP. lNokasaH
BapuaHT anga X-
Window,
OSF/Digital Unix

DEChuk 900 MultiSwitch
o thea] 1]+ |

LLO0E YFITHSTH0A
Akt S
LGk &

bbdbidbbiddoibdiddds..
i dididi il dididididididididd
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D LAN Interconnect:10.19.0.116:slot 6

MO
ynpasneHus
ceTeBbIM
obopyanoBaHu
emM
DECNRG
HubWatch.

IE LAN Interconnect:10.19.0.116

CoegunHeHuns

mMoaynen c I
MOMOLLBbID —

Marncrparneu
nnaTgopmbl
MultiSwitch.
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[TaHenb ynpasneHua penutepom PortSwitch

Repeater Summary:10.19.0.116:slot & L@ﬂ
Identification Management Infonmation Status

Reg Mame: | | Agent Slot: 0 Status: Enabled
Description: |: IP Address:  10.19.0.116 Health Text: iedia are not available.
Type: PORTswitch 900TP Community:  public-6 Health Text Changes: 36
Revizion: | vi0.05,5W=v1.1.1 | Access: read-write Partitioned Ports: 0

Slot & Ports: 33 Ug Time: 1 5:55:06 Media Unavail, Ports: 21

Transmit Collisions:

Configuration
Auto-Partition Algorithin: Auto-Partition Beconnect Alyg: Jam Bits: Jabber Protection:
v Sitandued A Standard A g8 v Frzatie ‘ \
# Enhanced + On 3uccessful Transmit  ~ 128 o iHunbde
_I_
Port Takble
LAN ¥ Group Offered Load % Collizions % Invalid Frames %
5
|
;é N Al .l I | 0’100) Jt)/ilili) ‘0,100
.13 0.00 0.00
Az I.l 2 ‘ :‘ o 100) o100 o100
feh. Y I 4 4
.00 .00 .00 ,
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L3 Fhpds I Refresh I QTR EE Disable Reszel Factory Enet Hesetl Cancel I Help I




YnpaBrneHune
napameTpamm
Obe3onacHoOCTU

penuTepa

04.09.2002

D Repeater Security Summary:10.19.0.116:slot 6
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[ chassis Environmental Summary:10.19.0.116

O630p -
TeMnepaTypHOoro ‘

COCTOSHUSA LLaccw.
YTuUnntbl Noncka
LLIaCCM.

[E Find Address:10.19.0.116
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MHTennekTyanbHbleé CUCTEMBI
ynpaBneHnsa dn3nyecknm ypoBHEM

* IHTennekTyanbHble CUCTEMbI YNpaBneHns
donsunyecknm ypoeHem — Intelligent
Physical Layer Management Solution
(IPLMS)

e« CM. BYTE 3a N23/2004 «Cucrtemsbl

ynpasneHua CKC B peanbHOM BPEMEHU
o http://www.cs.vsu.ru/~kas/doc/admis/RTCMS.pdf
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IBM Tivoli — 'O ynpaBneHusa UT-
MHDPACTPYKTVYPOU NpeanpuaTmns

1 to be continued ...
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