OOLWKMN Noaxoa K ynpaBiEHUIO CETAMM

B ctanpgapTtax ISO7498-4, TOCT P UCO/M3K 7498-4-99, ITU-T X.700,
CBSI3aHHbIX C yrpaBlieHMeM CeTAMU, BbIAENAIT NATb PYHKLNN
ynpasnenus (FCAPS):

YnpasrneHue koHdurypauuen (configuration management)

N3meHeHne napameTpoB OOBLEKTOB YNpaBreHns U yrnpaBreHne nx
CBSI3HOCTbI0, KOH(pUIypupoBaHune

Ob6paboTka owmnbok (fault management)

OnoBeuweHne 06 owmnbKkax, NMMKBMOAUNS aBapUNHbLIX CUTYyaUni
AHanuna npounssoguTesibHOCTU (performance management)

Cbhop cTaTUCTUKM C OOBbEKTOB ynpasneHud, onpegeneHne y3knx Mect
YnpasrneHune 6e3onacHoOCTbIO (security management)

BkntoyaeT B cebs ynpaBneHne MexaHnamamMm obecneyeHunst LenoCTHOCTH,
KOHPUAEHUMANBHOCTU U AOCTYNHOCTU MHpopMaLUK B cucTemMe

YyeTt paboTbl (accounting management)
YYET UCNOJ1b30BAHUA pPECYPCOB CETU

DyYHKUMWN, NPOTOKOSbI U MOAENN YPaBIIEHNA ONUCcaHbl B
b6onbLon cepun ctadHgaptoB ITU-T X.7xx n 1ISO10164-x
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TMN (Telecommunication
Management Network

TMN — ITU-T-mogenb ynpasneHus
TeNTEKOMMYHUKALMOHHBIX CUCTEM (OTKPbITbIX, MOCTPOEHHbIX
Ha ocHoBe OSIl), ns cepun ctangaptos M.3000

OCHOBHOW NPOTOKOS B3aUMOOEWUCTBUA areHTOB U
meHegkepoB — CMIP

AktyanbHa ans ceten ISDN, SDH-SONET, ATM, GSM. B
Kflaccu4ecKknx ceTax ¢ kommyTaunen naketoB |[P-ceTax
NCrosb3yeTcs He YacTo.

NcnonbayeTtca cuctemamm tvna OSS (operational support
systems) kak meTof yrnpaBneHusa TefIeKOMMYHUKALUOHHOM
NHJPaCTPYKTYPOU.

CtaHpgapTtbl cepun M.3000 nHcnmnpumpoBaHbl NHOYCTPUEN, B
T.4. TM Forum.
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TMN (Telecommunication
Management Network

Network Operations Center (NOC)

=]
S\

Data Communications
Network (DCN)

Wireless
Network

Network Network
Elements Elements Elements

Network
Elements
L Telecommunications NMetwork/Service Infrasiructure

.
-€ >
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MHoroypoBHeBOe npeacrtaBneHne
3a4a4 yrnpaBieHUsa CETbIO

BusHec-ynpaenexue

Ynpasnexue
ycnyramu

Yripaenexue ceTbio

Yrpasneuue
anemMeHTaMu ceTu

SnemMeHTbl CeTH

05.09.2011

2011 BI'Y, ®KH, NC, Kosarnb A.C.

Network Element Layer (NEL) —
onpegendeTt nHTepdenc K
YCTPONCTBaM CeTU.

Element Management Layer
(EML) onpegensieT pyHKUUM
ynpasreHns e UHNYHBIMU
yCTPOMCTBaMU 1 rpynnamu
YCTPOWCTB: cOOp CTaTUCTUKK
Tpaduka, owmnbok 1 T.M.

Network Management Layer
(NML) - ynpaBneHue ceTblo Kak
uenbiM BHE 3aBMCMMOCTU OT Tuna
CeTeln/yCTPONCTB; OTYETDLI O
paboTe ceTu B LLeyIoM, aHanus
NpuYMH cOOEB M Y3KMX MECT

Service Management Layer
(SML) oTBe4aeT 3a acnekTsbl,
CBS3aHHbIE C KOHTPaKTamu Ha
npegocTtaensgemble ycnyrm, QoS,
SLA, co3gaHue ycnyr.

Business Management Layer
(BML) oTBeyaeT 3a onpegeneHue
TpeboBaHWI ceTbio ANng
BbIMOSHEHWS LeneBbix buaHec-
3a4ay KoMnaHum.




B3anmogencTeme areHta, MeHegXxepa u
NpaBrAEeMOro pecypca

WHTepdelic WUHTepdeiic areHTa
MeHeKep — areHT C Mogenbio pecypca

MeHeaxep |€—————p» AreHT

WHTepceinc meHeskepa WUHTepdeiic areHTa ——— ‘
C Mofiensio pecypca C pecypcomM
Mogens Mopens ynpasnsemoro

: Ynpaensemblit pecypc pecypca, coaepxaluas
MapLupyTH3aTop, KaHar, TeKylme 3Ha4YeHUA
pecypca : OC, CyBA) XapaKTepucTUK pecypca

yrnpaBnseMoro
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PacnpeneneHHaa cuctema

NpaBneHus
it

Pabovas craHuua MeHepxep Merepxep
(koHCONb) (cepeep) (cepeep)
| MeHepaxep Pabouas craHumunA
(cepBep) . (koHcon)
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OOHOopaHroBble CBA3N MeXay

MEHEOXEPAMU

MeHeaxep

Cucrema ynpasneHus 1

B

05.09.2011

Menexep

Cucrema ynpasnexus 2

BO

MeHenxep

~ Cucrema ynpagrexua 3

Bl

=

I

NE| |NE|

NE

Bl — 6a3a aaHHbIX
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NE

NE — aneMeHT cetu




Mepapxmnyeckme cBA3nN Mmexay

Cuctema ynpaeneHus ceTbio

Meremxep

AreHT

MeHenxep
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Tunbel/nogxoabl K ynpaBneHUto

¢ in-band management — ynpasneHue «4yepes
cetb». [Npumepbl: SNMP, Telnet, SSH.

e out-of-band management (unu Lights-out
Management, LOM) - ynpaBneHue He «4yepes
CETb», a C UCMOJIb30OBAHNEM OTAESNbHOW
BblAENeHHON A11s 9TOro CUCTEMbI: PUNYECKUX
nNHUNM 1 1.0. Npumepsbl. BblaeneHHoe
NOAKIOYEHNE K KOHCOMN Yepes3 MoaeM C
HEe3aBUCUMbIM NMUTAHUEM UM TEPMUHANbHbIN
cepBep C oTaesibHbIM MUTaHUEM N KOMMYHMU-
KauusmMmu. (BTopnyHoe/bekan ynpaBrneHme)
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YnpaBreHne cetamMmmn, MHTepdenc
MEeHeXaep-areHT

e SNMP (internet, paspaboTaH YHUBEPCUTETOM
TeHeccu (CLUA),1988r.)

e Common Management Information Protocol,

CMIP ona ISO/OSI, bonee cnoXHbin, 4Yem
SNMP. Ectb peanunzauum un gns |IP — CMOT.

e OnucaHne dbopmaToB MPOTOKOSIOB U
nepemMeHHbIX MIB ncnonbsyet doopmanbHbI
A3blKk ANS.1, npuHaTtein B ISO kak ctaHaapTHas
HOTauua Ansg KOMMYHUKALMOHHbIX MPOTOKOMOE
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Cucrtema ynpaBrneHUsa Ha OCHOBE

SNMP

CraHuus ynpasneHus

KomaHabl:
Get-request
GetNext-request
Get-response
Set-request
Trap

GetBulk

05.09.2011

BesonacHocTb: community
public
private

3HaveHuss napametpos MIB

N

161/udp

snmptrap 162/udp

KoHueHTparop,
ynpasnsembii
no SNMP

ba3a ynpaBnsembix

M KOHTPONWPYEMBIX | 41

napameTpos

KOHLieHTpaTopa

agent
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Pabota SNMP yepes3 UDP

nopr UDP

e Mopr UDP 161

Mopr UDP 162 :] AHHAMHEECKHA
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SNMP MIB (npoctpaHCTBO MMEH
obbekToB ISO

directory experimental
1 3
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UacTtb gepeBa |SO, o6bekTbl MIB-I

internet

directory |
1

| top udp || egp |
6 7o 8 |

[Mpumep: iso(1).org(3).dod(6).internet(1).mgmt(2).mib(1).system(1).sysUpTime(3)
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SNMP MIB

‘ T KopeHb
Cucrema |

] |

O6uexT Obvex
SysUpTime SysObjectiD

fAdminStatus (0GbexT) ifType (o6bexT)

l 1 (peanuaauun) l 1 (peanusauus)
Testing (sHayeHue) Ethernet-csmacd (3HaueHue)

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C.
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SNMP MIB-I, 8 rpynn

System

Interfaces

Address Translation Table
IP

ICMP

TCP

UDP

EGP

1.
2.
3.
4.
5.
6.
/.
8.

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C. 16



Cneundukauma RMON-MIB (N16)

e Statistics - Tek. AaHHble

e History - coxpaHeHHble gaHHble
e Alarms - 3Ha4yeHud

e Hosts

e HostTopN

e TrafficMatrix - nonapHag MHTEHCUBHOCTb
(Tabnuua)

e Filter - ycnosus
e PacketCapture - ycnosus
e Event -ycnosus

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C. 17



SNMPv3, 1999r.

) SNMPv3
o Vv

USM User-based Security
Model

View-Based Access Control
Model (VACM): A view specifies
a particular set of MIB objects
that can be accessed by a
particular group in a particular
context. By controlling these
views an administrator can
manage what information is
accessed and by whom

Three security levels:
noAuthNoPriv — no
authentication and no privacy
password; authNoPriv —
authentication, but no privacy
password;

authPriv - authentication, and
privacy password.

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C. 18



HUBwatch ¥4.1.1: Agent=[10.19.0.116] polling=[disabled]

File Configuration Community Viewr Options Applications

DEChubk 900 MultiSwitch
o 1hdl 1] el 1 | S—

LGk

dI006 YOYTHS CI0D
Atk hts

beiddbioidibiddddedds..
i dididididididididididididid




u Repeater Summary:10.19.0.116:slok b =10 x|

Identification Management Infommation Status
Reg Mame: | | Agent Slok: ] Status: E;Enabled
Description: |} IP Address:  10.19.0.116 Health Text: redia are not available.
Type: PORTswitch 900TP Community;  public-8 Health Text Changes: 36
Revizion: | v00.05,5W=V1.1.1 | Access! read-write Partitioned Ports: 0
Slota Ports: i Up Time: 1 5:35:536 Media Unavail, Ports: o1
Tramsmit Collisions: 4

Configuration
Auto-Partition Algorithin: Auto-Partition Reconnect Alg: Jam Bits: Jabber Protection:
v ShEmmine # Standard # 9§ wr Faamise :I-_- | |
4 Enhanced » On Successiul Transmit 128 wr PHsnEG
_I_
Port Takle
LAHM / Group Offered Load % Collizions % linvvalid Frames %
3
|
Al 'l 2 | o 100_) o100 o100
Pk I” 4 =
0.13 .00 .00
i 2 !l i 0/ 100 0/ 100
N I” o+ 4
.00 .00
i

L3 i I Refresh I Frabdy Disable Reset Factory Enet I-'Iesetl Cancel I Help I




MRTG - The Multi Router Traffic

Grapher (http://oss.oetiker.ch/mrtg/

g O AT T T e T T T SNMPvec
WY W O ‘MRTG UNIX/Windows
‘Perl, open-source

" 14 416 18 20 22 o 2 4 & & 410 1z 14 16 18 =20 22 ,SNMP HANUCAHO Ha Per‘l
Je0.0 M 3 : : : t -

09.04.2014 ) Jan Feb Mar Apr May Jun Jul Aug Sep Oct MWow Dec  Jan 21




TectoBasa cetb ana SNMP

-* Cisco Packet Tracer

File  Edit  Ophions  Wiew Tools  Extensions  Help
- 2 —
SREOPR TR INGRGER A A i S

Logica| MNew Cluster Move Object Set Tiled Background Viewport

3560-24P5
Multilayer Switch

Tirne: 00:20:33 | Power Cycle Devices Realtime

ﬁ - . :.;; ” /-' / E ‘D|Scenarioﬂ v| Fire | Last Status  Source
>
| Connections © [ new [ Delets |
g L s *-E.' L3 [T L4 [Toggle PDU List Window]

Copper Straight-Through
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HacTtpouka areHTta

Physical ” Config | CLI

[05 Command Line Interface

Bouterren
Bouterffocont t
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) fsnmp 7
commuanity Enahle SMNMP; set community string and access privs
Bouter (config) fsnmp com
Bouter (config)fsnmp commuanity 7
MIRD: SMMP commuanity string
Bouter (config)fsnmp commuanity public 7
ro  Bead-only access with this commmity string
rwr Bead-write access with this commuanity string
<orF
Bouter (config) fsnmp community public ro
(BNMP-5-TTARMETART: SMNMP agent on host Bouter is undergoing a warm start
Bouter (config) fsnmnp commuanity priwvate rw
Bouter (config) #

[ Copy H Paste
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HacTtponka NMS

¥ Advanced

| Physical || Config ‘ Desktop

Address 10.0.0.2

Port 161

Read Community | sssene

Write Community | [TTYTT T

SMP Version v

L Ok Cancel
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BeinonHeHne SNMP GET-3anpocos

Physical | Config | Desktop

Browser

Address: |10.0,0.2 | oID: L1L36.1.21.1.3.0

[ Advanced... ] Cperations: |Get

Result Table

SMMP MIBs
- router_advip MIBs Name/0ID Yalue Type

[=- switch_LZ MIEs 1.3.6.1.2.1.1.3.0 (.iso.org.... 0 hours b minutes 0 secon... TimeTicks

= .iso
= .org
= .dod
(=) .internet
= . mgrmt
= mib-2

= system
I, .s«,-'sDes.cr oIl 1.3.6.1.2,1.1.3.0

sysObjectID

Synkax TimeTicks

sysContack Access | read-only
SsysMame

- 4o syslocation Description : The time {in hundredths of a second) since the netwaork me—
= .interfaces
i LifMumber <\l

Jis0,org.dod.internet. mgmt.mib-2  system. sysUpTime. 0
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BoinonHeHne SNMP GETBULK-3anpocos

Physical Desktop

MIB Browser

Address: [10.0.0.2 | oI [13e12122172 |

[ Advanced. .. ] Operations: |Get Bulk. ]

- .ﬁ. dvﬂ nce d Result Table

SHIMP MIBs
o MIB Tree Name/DID ¥alue Type

router_std MIBs .1.3.6.1.2.1.2.2.1.7.2.1 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.1) up Integer

router _advip MIBs .1.3.6.1.2. 2.1.7.2.10 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.10)  down Integer

= switch_L2 MIBs .1.3.6.1.2.1.2.2.1.7.2.11 (.iso.org.dod.internet.mgmt.mib-Z.interfaces.ifTable.ifEntry.ifAdminStatus.11)  down Integer

=) isa 0.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.12)  down Integer

a- lgg.dnd .1.3.6. g2 0.0rg.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.13)  down Integer

= .internet .1.3.6. i .org.dod.i .| 2 down Integer

- down Integer

.1.3.6. 2. down Integer

lﬁiddress .1.3.6. iy A down Integer

.inkerfaces down Integer

ifblumber down Integer

e .ga.?;:ntry 1.7.2.2 {.iso.org. i x mil nterfaces.ifTable.ifEntry.ifAdminStatus.2) up Integer

iFindex 2.1.7.2.20 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.20)  down Integer

fDescr .1.3.6.1.2.1.2.2.1.7.2.21 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.21)  down Integer

FType

(dfMEu Name : JfAdminstatus

.ifspeed

fPhysaddress

fadminstatus
JifOperstatus

. - switch_multiLayer MIBs ' 1361212217
SMMP Mersion

Synta ; Integer

Access read-write

The desired state of the interface. The testingl3) state indicates that no operational pack
Description interfaces start with iFadminStatus in the down(2) state. As a result of either explicit man
the managed system, iFAdminStatus is then changed to either the up(1} or testing(3) stat

w

| *

Jis0.arg.dod.internet.mgmt.mib-2. interFaces . ifTable.ifFEntry. ifAdminStatus. 2
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BeinonHeHne SNMP SET-3anpocos

-* SNMP Set

0ID 136121140

Dakta Tvpe |O|:I:et5l:ring

Yalue | admin@cs, vsu.ru, room 3583a

= I

¥

Result Table

05.09.2011

Mame,/0ID

¥Yalue Type

21.3.6.1.2.1.1.4.0 {.is0.0rq....

admin@cs.ysu.ru, room 383a  OctetString

QID
Swnkax

ACcess
Description :

<

1.36.1.2.1.1.4.0
QickekString

read-write

The textual identification of the contack person fo
person, IF no conkack information is known, the v

2011 BI'Y, ®KH, NC, Kosarnb A.C.
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CybbekTbl cuctemsbl yrnpasneHna OSl: System
Management Application Entities (SMAE)

YpOoBHM

MpuknagHon

YpoBHu

MpoTokon ynpasneHus

MpuknapHon

SMAE [«

MpeacraesuTenbHbIA

CeaHcoBbiN

TpaHCNOpPTHbIN

CeTteBov

KaHanbHbIA

duU3nyeckmn

05.09.2011

P SMAE

MpeacraBuTenbHbLIA

CeaHcoBbIN

TpaHCnopTHLINA

CereBon

KaHanbHbIN

duanyeckun

2011 BI'Y, ®KH, NC, Kosarnb A.C.
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CMIP, CMISE

e Paboty c gaHHbiMuM ynipaeneHua (MIB) B
ynpasfaeMbiX 00beKTax, BbIMOMHAET
Common Management Information
Service Element (CMISE), koTopbin
MCnosb3yeT A4 3TOro 3anpochl
npoTtokona CMIP.

Managed System

o cMIP | (©
5 g 5
I I

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C. 29



KomaHabl CMIP npoTokona

e M-CREATE - cosgaHue Ha CTOPOHE areHTa
HOBOIO 3K3eMMdpa Krnacca ynpaBriaemMoro
obbekTa unm aTTpmnbyTa

e M-DELETE - ynaneHune ak3emnngapa

e M-GET - nonyyeHune 3Ha4yeHusa atpndyTa
e M-SET - nameneHmne sHavyeHua atpubyra
e M-ACTION - BbinonHeHna metoaa

e M-EVENT_ REPORT - onoseleHune ot
areHTa meHeXxepy(meHemxepam)

05.09.2011 2011 BI'Y, ®KH, NC, Kosarnb A.C. 30



TM Forum

TM Forum — accoumauusa KOMnaHuin cepBmc-npoBanaepos,
HekoMMep4eckasi rmobanbHas opraHu3aumd, ctaBsias Lesbto
noBbllleHne adhpEKTUBHOCTU N aJanTUBHOCTU K NOTPEDHOCTAM
KnneHToB 6usHeca B cdepe UT.

B accouunauyuo TM Forum BxoaaT Bce pakTnuyeckn 6e3 NCKNYeHus
n3sectHole B obnactn T komnaHnn. Mo ocHoBaHus (The OSI/Network
Management Forum) — 1988. 3aTtem, npu pacwmpeHumn obnactn paboT u
KomneTteHuun, HassaHne NMF nameHunockb Ha TeleManagement Forum

B accounauuto TM Forum BxogsT Bce hakTU4eckmn 6e3 UCKNoveHus
n3sectHole B obnactn T komnaHuun. log ocHoBaHus (The OSI/Network
Management Forum) — 1988. 3atem, npu pacwmpeHnn obnactn paboT n
KomneTeHuun, HaseaHne NMF nameHunoco Ha TeleManagement Forum

09.04.2014 BIY, ®KH, NC, Kosanb A.C. 31



PekomeHoaumum TM Forum

e [lporpamma NGOSS (New Generation Operation System and Software)
Business Process (eTOM, Enhanced Telecom Operations Map)
Information framework (SID, shared Information and Data Model)
Application framework (TAM, Telecom Application Map)
Integration framework — npnHuMnbI NHTErpaymn

e OSS through Java (OSS/J, Operations Support Systems)

e C 2010 3anyuweHa nporpamma Frameworx, Kak
npogosmkeHne NGOSS. A Takxe nporpamma
cepTndukaumm peweHmn B oonactm TM:
Frameworx Conformance Certification.

e MaTepuanbl NONHOCTbLIO AOCTYMHbLI YneHam TM

09.04.2014 BIY, ®KH, NC, Kosanb A.C. 32



e B 2011, npooykr
komrnaHun NetCraker tmigrum Frameworx
“Telecom Operations and et BUSIness

%
e® e,

Management Solutions < b

Suite” nony4ynn
noaTBepXxaeHue
cooTBeTCcTBUSA Frameworx
10, nocne npoxoxaeHusa
npouenypbl « Frameworx
Product Conformance
Assessmenty»
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Ccblnku

o [OCT P MCO/M3BK 7498-4-99,
http://vsegost.com/Catalog/18/18587.shtml

e Caunt accounaumm TM Forum,
http://www.tmforum.org
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