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noyta (SMTP, POP, IMAP, UUCP)

nepegadva dpavnos (FTP)

doannosble cepBepbl (NFS, SMB)

HoBOCTHble rpynnbl (NNTP)

cnyxba spemenun (NTP)

yaaneHHbIn TepmuHan un soinonHeHne (TELNET, RSH, SSH)
Beb (HTTP, HTTPS)

Proxy — cepBepbl (squid, oops)

yaaneHHoe ucnonb3oBaHue paboyven cpeabl X (XDMCP — X
Display Manager Control Protocol)

crny>xba kaTtanoros, LieHTpan13oBaHHoOE XpaHeHNe NMEH,
naponen u 1.0. (NIS, NIS+, Network Information Service,
paHee YP - Yellow Pages)

CeTeBble CrnyX0Obl peanuaytoTcs B BUae JEMOHOB,
NPOCyLUMBAOLWNX COKETbI N KNUEHTOB, MOAKMNIYaoLWMXCs K
HUM
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- CYLLECTBYIOT BHYTPU KOMMYHUKaLMOHHbIX oMeHoB: UNIX, Internet
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Internet Daemon (inetd, xinetd)

1 inetd, xinted — cynep-cepBep. Co3gaeT cpasy
HECKOJTIbKO COKETOB U NPOCIYLUMBAET UX.

[locne ycTaHOBNEHUs cCoeauHEHNs!, NnepeaaeT COKeT
COOTBETCTBYHOLLIEMY AEMOHY, KOTOPbIN
npeaBapuUTENbHO 3anyckaer.

# Ilpumep koudurypaumonuoro odarma /etc/inetd. conf

# inetd services

ftp streamtcp nowait root /usr/sbin/ftpd in. ftpd -1

t el net streamtcp nowait root /usr/sbin/telnetd in.telnetd -
b/ etc/issue

#finger streamtcp nowait bin /usr/sbin/fingerd in.fingerd

inetd I nternal services

daytinme streamtcp nowait root internal
daytinme dgram udp nowait root internal
echo streamtcp nowait root internal
echo dgram udp nowait root internal
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Pannep tcpd (daemon “wrapper”)

I OObLIYHO NCMONb3YeTCA COBMECTHO C inetd

MeHndgewm.

# unwr apped finger daenon
finger streamtcp nowait bin [usr/sbin/fingerd in.fingerd

Ha.

# wap finger daenon
finger stream tcp nowait root /usr/sbin/tcpd i n. fingerd

KonburypaumouHuis ¢arn pamnmnepa tcpd:

in. ftpd: ALL EXCEPT LOCAL, .cs.vsu.ru
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Iptables — ynpaBneHne nakeTHbIM
punbTpom 1 NAT

iptables --list
Iptables --append
Iptables --delete

Iptables --insert
iptables — replace

iptables -p tcp --syn --dport 23 —m
connlimit --connlimit-above 2 -] REJEC]
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YaaneHHbIV BbI30OB Npoueayp

RPC (Remote Procedure Call) — yoaneHHbI BbI30OB
npouenyp.
Ecnn cokeTbl — cBOEOOpa3Hoe NpoaoSIKeHne

doannoBoro nHrepdoenca gna cetn, To RPC —
NPOOOIMKEHME NOKanbHbLIX Npoleayp o1 CeTu.

OcHoBHaga naesa RPC - ckpbITb pacnpeaeneHHbIn
XapakTep BbIi3oBa npoueayp.

KnNneHT n cepBep ABMATCA HE3AaBUCUMbIMU OT
CETEBOW peanunsauumn, a BbI30BbI Npoueayp UMerT
CTaHOapPTHbIU MHTEPMENC.

Briepeble RPC 6bIn peann3oBaH KoMnaHnen Sun
Microsystems B 1984 roay B pamkax ee npoagykta NFS
(Network File System - ceteBaa pannosaga cucrema.
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B3anmogencrteume 4yepes UDP/IP
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XDE +_L rlog_1()

3
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Peanunzauna RPC

1 Peanusauus:
[eMoH portmapper — cepBUCHbIN Dpokep
Camun cepsepbl RPC

I Cnyx0bl, ocHoBaHHbIe Ha RPC: NFS, NIS

#

# letc/rpc - mscell aneous RPC-based services
#

port mapper 100000 portmap sunrpc

rstatd 100001 rstat rstat_svc rup perfneter
rusersd 100002 rusers

nfs 100003 nfsprog

ypserv 100004 ypprog

nmount d 100005 nount shownount

ypbi nd 100007

wal | d 100008 rwall shutdown
yppasswdd 100009 yppasswd

ypupdat ed 100028 ypupdate
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Network File System (NFS)

I Hamnbonee n3BecTHaga cnyxba, ocHoBaHHaa Ha RPC

I Peanusauus
Ha cTopoHe cepBepa — aeMoH(bl) rpc.nfsd (NFS Daemon)
Tabnuua pasgenaemblX Katanoros - /etc/exports
Ha CTOpOHe KnneHta — aemMoH biod (Block 1/0 Daemon)

# exports file for nix.cs.vsu.ru
/ home ni x1(rw) nix2(rw
[ usr/ docs ni x3(r o)

/ var/ spool / mai | ni x*.cs.vsu.ru (rw

a mount -t nfs nix.cs.vsu.ru:/home /home/users

[Mlporpamma mount coeguHUTCA C 4eMOHOM rpc.mountd Ha y3rie nix.cs.vsu.ru
[lepenava gaHHbIX BygeT NPoMCXoanTb C MOMOLLBbIO CUCTEMHbIX BbI3OBOB,
nocbliaeMbix geMoHy rpc.nfsd

27.07.2007 (c) 2002 BrY, ®KH, /C, Kosanb A.C. 9



Network Information System (YP,
NIS, NIS+, NYS

I Pa3spaboTtka Sun Microsystems,
Ha4anbHoe Ha3BaHue Yellow Pages, YP

I ObecneyunBaeT ceTeBon AOCTYN K 6base

OaHHbIX aAMUHUCTPATUBHOW MHMOpMaLmn
O nonb3oBaTerne, y3ne u T.n.

I CocTtaB: cepBep, OMbnmnoTeka KrnneHTa,
YTUMNTblI aAMUHUCTPUPOBaHUS.
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[1aHHble NIS

I [aHHble XxpaHAaTca B Tabnuuax, T.H. «kmaps»:

Master File Map(s)

/ etc/hosts host s. byname, host s. byaddr

/ et c/ net wor ks net wor ks. bynane, net wor ks. byaddr

/ et c/ passwd passwd. bynane, passwd. byui d

/etc/ group gr oup. byname, gr oup. bygi d
/etcl/services servi ces. bynane, servi ces. bynunber
[etc/rpc r pc. bynane, r pc. bynunber

/et C/ pl’ Ot OCOI S pr Ot OCOI S. bynarre’
pr ot ocol s. bynunber
fusr/libl/laliases | mail. alil ases
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