ObLwmn nogxoa K yrpaBneHno CceTsaMu

B ctangapTtax 1ISO7498-4, TOCT P UCO/M3K 7498-4-99, ITU-T X.700,
CBA3aHHbIX C yrpaBfieHMeM CeTAMMU, BbiAENSAT NATb QYHKLMMN
ynpasneHna (FCAPS):

YnpaesneHune koHgurypauuen (configuration management)

N3meHeHne napameTpoB 0ObLEKTOB ynpaBneHus 1 ynpasneHne nux
CBSI3HOCTbIO, KOHPUTYPUPOBaHME

O6paboTka owmnbok (fault management)

OnoBeuweHne 00 owmnbkax, NMKBMOAUNS aBapUUHbBIX CUTyaLnn
AHanua npounssoauTtenbHOCcTK (performance management)

Cbop cTaTUCTUKM C OOBEKTOB yrnpasieHus, onpegeneHne y3knx Mect

YnpaBsneHne 6e3onacHoCcTbio (Security management)

BkntoyaeT B cebs ynpaBsleHne MmexaHmnamamm obecnevyeHns LEeNoCTHOCTN,
KOHCbI/I,EI,eHLI,I/IaJ'IbHOCTI/I N OOCTYMNMHOCTHU VIHCbOpMaLI,I/II/I B cucreme

Yyet paboTbl (accounting management)
y4eT ncnosib3oBaHnNA pecypcoB CETU

DyYHKUMN, NPOTOKOMbI U MOAENN YNPaBMEHUS ONUCaHbI B
6onblon cepum ctaHgapToB ITU-T X.7xx n 1SO10164-x
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TMN (Telecommunication
Management Network

TMN — ITU-T-mogenb ynpaeBneHus
TeNTEKOMMYHUKALMOHHbLIX CUCTEM (OTKPbITbIX, MOCTPOEHHbIX
Ha ocHoBe OSI), ns cepun ctadHgaptos M.3000

OCHOBHOM NPOTOKOS B3aMMOLENCTBUS areHTOB U
MeHexepoB — CMIP

AktyanbHa gna ceten ISDN, SDH-SONET, ATM, GSM. B
KITAaCCUYECKNX CETAX C KOMMYyTaumen naketoB IP-ceTax
MCNOSb3yeTcs He YacTo.

Ncnonb3yetca cuctemamm tuna OSS (operational support
systems) Kak MeTof ynpaBneHusa TefIeKOMMYHUKaLNOHHOW
NHPPaCTPYKTYpPOMN.

CtaHpgapTtbl cepmn M.3000 nHcnmupupoBaHbl MHOYCTPUEN, B
T.4. TM Forum.
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TMN (Telecommunication
Management Network)

Network Operations Center (NOC)

Data Communications
Network (DCN)

TMN Intertaces

Wireless
Network

Network Network

Network
Elements Elements

Elements

= Telecommunications Network/Service Infrastructure
)

Elements

»
>
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MHoroypoBHeBO€e NpeacraBneHne
3a4a4y ynpaBiieHUsa CeTbIO

Network Element Layer (NEL) —
onpepenseT niTepenc K
yCTpOWCTBaM CeTu.

Element Management Layer
(EML) onpepnenset yHKummM
ynpaeneHns eauHUYHbIMU
YyCTPOWCTBaMU U rpynnamm
YCTPOMNCTB: COOp CTAaTUCTUKK
Tpaduka, owmnboK u T.N.

Network Management Layer
BuaHec.ynpaBneHMe (NML) - ynpaBrieHve ceTblo Kak
LuenbiM BHE 3aBUCUMOCTU OT TUNA
ceTen/yCTPpONCTB: OTYETHI O
Ynpasnexue paGoTe CeTU B LieNom, aHanus
ycnyramu NpUYMH c60€eB 1 Y3KNX MecT

Service Management Layer
anaaneuue CeTbio (SML) oTBeuvaeT 3a acnekTsl,
CBSi3aHHblE C KOHTpaKkTamu Ha

v npegocTtaendemble ycnyru, QosS,
YnpagneHue : SLA, co3gaHue ycnyr.
aneMeHTaMmu Cetu

Business Management Layer
(BML) oTBe4aeT 3a onpegenexHve
BrnemMeHTsl CeTH TpeboBaHWUi ceTbio ANns
BbINOJTHEHNS LUeneBbiXx HGusHec-
3agay KomnaHuu.
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B3anmogencrteue areHta, MeHegxepa u
ynpaBnaemMoro pecypca

UHTepgeic UHTepenc areHTa
MEeHeKep — areHT C MoZenbio pecypca

MeHeaxep |€———p AreHT

WHTepdelic MmeHemkepa WHTepdeic areHTa —— '
C Mopenbio pecypca C pecypcom N a—
nseMoro
Mogenb y
YNpaBnsemMoro Ynpagnsemslit pecypc pecypca, coaepxalas

(MapwpyTusarop, kaHan, TeKylne 3Ha4YeHUs
pecypca : OC, Cybf) XapaKTepucTuk pecypca
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PacnpegeneHHas cucrtema

NpaBJiEHNAd

MeHeaxep
| (cepsep)

Pabouas craHuus Menemxep
(koHCOnNb) (cepeep)
| Mexepaxep Pabouas cTaHums
(cepaep) _ (koHconb)
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OOHopaHroBble CBA3M MexXAay
MeHemKepamu

MeHenxep

Cucrema ynpasneHus 1

B

05.09.2011

MeHenxep

Cucrema ynpasneHua 2

=

MeHemxep

- Cucrema ynpasriexus 3

B

=0

o

NE| |NE|

NE

Bl — 6a3a aaHHbIX
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Mepapxmnyeckmue cBa3n mexnay

Cuctema ynpaeneHus ceTblo

MeHekep

AreHT AreHT

Meneaxep Mexemxep
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Tunel/nogxoabl K ynpaBneHUIo

e In-band management — ynpaBrieHne «4yepes
cetby». [lpumepbl: SNMP, Telnet, SSH.

e out-of-band management (unwm Lights-out
Management, LOM) - ynpaBneHue He «4epes
CETb», a C UCNONb30BaHNEM OTAENbHOU
BblAENEeHHON A1 3TOro CUCTEMbI. PUINYECKUX
NHUA 1 1.0. Ipumepsbl: BblgeneHHoe
noaKn4YeHne K KOHCOosM Yepes3 MO4EM C
He3aBUCUMbIM MUTAHNEM UINU TEPMUHANbHbIW
cepBep € oTaernbHbIM MUTAHUEM N KOMMYHW-
Kaumsmun. (BTopmyHoe/bekan ynpasneHue)
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YnpaBneHne cetaMmun, UHTepdenc
MEHeXaep-areHT

e SNMP (internet, paspaboTaH yHUBEPCUTETOM
TeHeccu (CLUA),1988r.)

e Common Management Information Protocol,
CMIP anga ISO/OSI, bonee CNoXHbl, 4Yem
SNMP. Ectb peanuzaunn v gnga IP — CMOT.

e OnucaHne doopmaToB NMPOTOKOSIOB U
nepemMeHHbIX MIB ncnonbayet doopmManbHbIN
A3blK ANS.1, npuHaTbIn B ISO Kak cTaHOapTHagda
HOoTauMa Ons KOMMYHUKALMOHHBIX NPOTOKOJIOE
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CucTtema ynpaBreHus Ha OCHOBE

SNMP

CraHuus ynpasneHus

Komanabl:
Get-request
GetNext-request
Get-response
Set-request
Trap

GetBulk

05.09.2011

BesonacHocTb: community
public
private

3Ha4yeHun napamertpos MIB

N

161/udp

snmptrap 162/udp

KoHueHTpaTop,
ynpasnsembii
no SNMP

Basa ynpasnsembix

U KOHTPONUPYEMbIX
napameTpoB ik

KOHLEeHTparTopa

agent
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Pabota SNMP yepe3 UDP

nopr UDP

AT unp Mopr UDP 161

Mopr UDP 162 :] AHHAMHIECK HA
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SNMP MIB (npocTpaHCTBO MMEH
00bekToB ISO)
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UacTb gepeBa ISO, ob6bekTbl MIB-I

internet

diréctory R experim. private |

| top udp || egp |
 Loc® Sk § L

[Mpumep: iso(1).org(3).dod(6).internet(1).mgmt(2).mib(1).system(1).sysUpTime(3)
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SNMP MIB
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SNMP MIB-I, 8 rpynn

System

Interfaces

Address Translation Table
IP

ICMP

TCP

UDP

EGP

1.
2.
3.
4.
S.
6.
7.
8.
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Cneundukauma RMON-MIB (N16)

e Statistics - TeK. AaHHble

e History - coxpaHeHHble OaHHble
e Alarms - 3HayeHund

® Hosts

e HostTopN

e TrafficMatrix - nonapHass MHTEHCMBHOCTb
(Tabnuua)

e Filter - ycnoBsuga
e PacketCapture - ycnosus
e Event -ycnosuga

05.09.2011 2011 BI'Y, ®KH, NC, Kosanb A.C. 17



SNMPv3, 1999r.

-y SNMPV3
[ Vv

USM User-based Security

KaKne-AN60 ACHCTONA  AreHT Model

WO A——— View-Based Access Control
Model (VACM): A view specifies
a particular set of MIB objects
that can be accessed by a
particular group in a particular

AreHt context. By controlling these

views an administrator can

——@ manage what information is
accessed and by whom
Arent Three security levels:
noAuthNoPriv — no
authentication and no privacy
password; authNoPriv —

authentication, but no privacy
password;

authPriv - authentication, and
privacy password.

05.09.2011 2011 BI'Y, ®KH, NC, Kosanb A.C. 18



25.04..

HUBwatch ¥4.1.1: Agent=[10.19.0.116] polling=[disabled]

Configuration Community Viewr

Options Applications

o thedl 1f-+eof |

DEChub 900 MultiSwitch

AIO0E YOFTHS DI0D
LeCes®

dioidddioidbidisddsdds..
i di il ididididididididididid
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u Repeater Summary:10.19.0.116:slok b =10 x|

Identification Management Infommation Status
Reg Mame: | | Agent Slok: ] Status: E;Enabled
Description: |} IP Address:  10.19.0.116 Health Text: redia are not available.
Type: PORTswitch 900TP Community;  public-8 Health Text Changes: 36
Revizion: | v00.05,5W=V1.1.1 | Access! read-write Partitioned Ports: 0
Slota Ports: i Up Time: 1 5:35:536 Media Unavail, Ports: o1
Tramsmit Collisions: 4

Configuration
Auto-Partition Algorithin: Auto-Partition Reconnect Alg: Jam Bits: Jabber Protection:
v ShEmmine # Standard # 9§ wr Faamise :I-_- | |
4 Enhanced » On Successiul Transmit 128 wr PHsnEG
_I_
Port Takle
LAHM / Group Offered Load % Collizions % linvvalid Frames %
3
|
Al 'l 2 | o 100_) o100 o100
Pk I” 4 =
0.13 .00 .00
i 2 !l i 0/ 100 0/ 100
N I” o+ 4
.00 .00
i

L3 i I Refresh I Frabdy Disable Reset Factory Enet I-'Iesetl Cancel I Help I




MRTG - The Multi Router Traffic

Grapher (http://oss.oetiker.ch/mrtg/)

OO T e 71

SNMPv2c
*‘MRTG UNIX/Windows

‘Perl, open-source

" 14 16 18 20 22 o 2 4 & & 10 12 14 16 18 20 Z2 .SNMP HanMnMUCaHO Ha Per.l

25.04.2013 ' Jan

Feb HMar Apr

May Jun Jul Aug Sep Oct HNow Dec Jan
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TectoBas cetb and SNMP

-* Cisco Packet Tracer

File  Edit  Ophions  Wiew Tools  Extensions  Help
- 2 —
SREOPR TR INGRGER A A i S

Logica| MNew Cluster Move Object Set Tiled Background Viewport

3560-24P5
Multilayer Switch

Tirne: 00:20:33 | Power Cycle Devices Realtime

ﬁ - . :.;; ” /-' / E ‘D|Scenarioﬂ v| Fire | Last Status  Source
>
| Connections © [ new [ Delets |
g L s *-E.' L3 [T L4 [Toggle PDU List Window]

Copper Straight-Through
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HacTpouka areHTa

Physical ” Config | CLI

[05 Command Line Interface

Bouterren
Bouterffocont t
Enter configuration commands, one per line. End with CHTL/Z.
Bouter (config) fsnmp 7
commuanity Enahle SMNMP; set community string and access privs
Bouter (config) fsnmp com
Bouter (config)fsnmp commuanity 7
MIRD: SMMP commuanity string
Bouter (config)fsnmp commuanity public 7
ro  Bead-only access with this commmity string
rwr Bead-write access with this commuanity string
<orF
Bouter (config) fsnmp community public ro
(BNMP-5-TTARMETART: SMNMP agent on host Bouter is undergoing a warm start
Bouter (config) fsnmnp commuanity priwvate rw
Bouter (config) #

[ Copy H Paste
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Hactponka NMS

¥ Advanced

| Physical " Config ] Deskfop

Address 10.0.0.2

Port 161

Read Community | sssene

Write Community | [TTYTT T

SMP Version v

L Ok Cancel
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BeinonHeHne SNMP GET-3anpocoB

Physical | Config | Desktop

Browser

Address: |10.0,0.2 | oID: L1L36.1.21.1.3.0

[ Advanced... ] Cperations: |Get

Result Table

SMMP MIBs
- router_advip MIBs Name,/DID Yalue Type

[=- switch_LZ MIEs 1.3.6.1.2.1.1.3.0 (.iso.org.... 0 hours b minutes 0 secon... TimeTicks

=) .iso
= .org
= .dod
(=) .internet
= . mgrmt
= mib-2

= system
I, .s«,-'sDes.cr oIl 1.3.6.1.2,1.1.3.0

sysObjectID

Synkax TimeTicks

sysContack Access | read-only
SsysMame

- 4o syslocation Description : The time (in hundredths of a second] since the netwark me—
= .interfaces
i LifMumber <1/

Jis0,org.dod.internet. mgmt.mib-2 . system. sysUpTime. 0
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BeinonHeHne SNMP GETBULK-3anpocoB

Physical Desktop

MIB Browser

Address: [10.0.0.2 | oI [13e12122172 |

[ Advanced. .. ] Operations: |Get Bulk. ]

- .ﬁ. dvﬂ nce d Result Table

SHIMP MIBs
o MIB Tree Name/DID ¥alue Type

router_std MIBs .1.3.6.1.2.1.2.2.1.7.2.1 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.1) up Integer

router _advip MIBs .1.3.6.1.2. 2.1.7.2.10 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.10)  down Integer

= switch_L2 MIBs .1.3.6.1.2.1.2.2.1.7.2.11 (.iso.org.dod.internet.mgmt.mib-Z.interfaces.ifTable.ifEntry.ifAdminStatus.11)  down Integer

=) isa 0.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.12)  down Integer

a- lgg.dnd .1.3.6. g2 0.0rg.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.13)  down Integer

= .internet .1.3.6. i .org.dod.i .| 2 down Integer

- down Integer

.1.3.6. 2. down Integer

lﬁiddress .1.3.6. iy A down Integer

.inkerfaces down Integer

ifblumber down Integer

e .ga.?;:ntry 1.7.2.2 {.iso.org. i x mil nterfaces.ifTable.ifEntry.ifAdminStatus.2) up Integer

iFindex 2.1.7.2.20 (.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.20)  down Integer

fDescr .1.3.6.1.2.1.2.2.1.7.2.21 {.iso.org.dod.internet.mgmt.mib-2.interfaces.ifTable.ifEntry.ifAdminStatus.21)  down Integer

FType

(dfMEu Name : JfAdminstatus

.ifspeed

fPhysaddress

fadminstatus
JifOperstatus

. - switch_multiLayer MIBs ' 1361212217
SMMP Mersion

Synta ; Integer

Access read-write

The desired state of the interface. The testingl3) state indicates that no operational pack
Description interfaces start with iFadminStatus in the down(2) state. As a result of either explicit man
the managed system, iFAdminStatus is then changed to either the up(1} or testing(3) stat

w

| *

Jis0.arg.dod.internet.mgmt.mib-2. interFaces . ifTable.ifFEntry. ifAdminStatus. 2
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BeinonHeHne SNMP SET-3anpocoB

¥ SNMP Set

fo)in) LL361.2.1.0.40

[Data Tvpe |0|:I:et5tring

Yalue | admin@cs, vsu.ru, room 3583a

oK ” = “'|E

Result Table

Mame,/0ID ¥Yalue Type

21.3.6.1.2.1.1.4.0 {is0.0rg.... admin@cs.ysu.ru, room 383a  OctetString

QID 1.36.1.2.1.1.4.0
Swnkax QickekString

Arcess | read-write

The textual identification of the contack person fo

Description : person, IF no conkack information is known, the v

<
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CybbekTbl cuctemsbl yripaBneHuss OSI: System
Management Application Entities (SMAE)

YpoBHU

MpuxknagHou

YpoBHU

MpoTokon ynpasneHus

MpuknagHow

SMAE <

MpeacraesuTenbHbiA

CeaHcoBbin

TpaHCNOpPTHbLIN

CeteBou

KaHanbHbIn

duanveckun

05.09.2011

P SMAE

MpeacrasuTenbHbLIA

CeaHcoBbiv

TpaHcnopTHbIN

CereBon

KaHanbHbIA

_)

dusnyeckuin

2011 BI'Y, ®KH, NC, Kosanb A.C.
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CMIP, CMISE

e PaboTty ¢ gaHHbIMK ynpasneHus (MIB) B
ynpasnsaemMblX 0ObeKTax, BbINOSHAET
Common Management Information
Service Element (CMISE), koTopbin
MCNOoNb3yeT AN 3TOro 3anpochl
npoTokona CMIP.

Managed System

CMIP o
5 o » S
I I
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KomaHabl CMIP npoTokona

e M-CREATE - co3gaHne Ha CTOpPOHe areHTa
HOBOrO 9K3eMmnsnspa Knacca ynpaBrisieMoro
obbekTa unn aTTpudyTa

e M-DELETE - ynaneHne aksemnnsapa

e M-GET - nonydeHvne 3HadeHus aTpudyTa
e M-SET - nsameHeHne 3HayeHuna aTpudyTa
e M-ACTION - BbINONHeEHUa MmeToaa

e M-EVENT_ REPORT - onoelyeHue ot
areHta MeHepkepy(MmeHexepam)

05.09.2011 2011 BI'Y, ®KH, NC, Kosanb A.C.

30



TM Forum

TM Forum — accouuaumsa KoOMnaHum cepsuc-npoBanaepos,
HeKoMMepyeckasi rmobdarnbHaa opraHM3aumd, CcTaBaLas Lesbio
noBblleHne 3PPEKTUBHOCTU N adanTUBHOCTU K NOTPEOHOCTAM
KnneHToB 6usHeca B cdepe UT.

B accounauunto TM Forum BxoaaT Bce dhakTuyieckm 6e3 NcKnoueHns
n3BecTtHble B obnactn UT komnaHumn. og ocHoBaHus (The OSI/Network
Management Forum) — 1988. 3atem, npu pacwmpeHnn obnactn pabot n
KoMmneTeHuun, HassaHne NMF namenunockb Ha TeleManagement Forum

B accounauntio TM Forum BxoadaT Bce hakTuyieckmn 6e3 ncknroyeHns
n3BecTHble B obnactn UT komnaHmn. og ocHoBaHus (The OSI/Network
Management Forum) — 1988. 3artem, npu pacwumpeHnn obnactn paboTt u
KoMmneTeHuun, HassaHne NMF namenmnoces Ha TeleManagement Forum
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PekomeHaauum TM Forum

e [Iporpamma NGOSS (nNewGeneration Operation Systemand Software )
Business Process (eTOM, Enhanced Telecom Operations Map)
Information framework (SID, shared informationand Data Model)
Application framework (TAM, TelecomApplication Map)
Integration framework — npnHUmMnbl MHTErpaunmn

e OSS thrOugh Java (OSS/J, Operations Support Systems)

e C 2010 3anyweHa nporpamma Frameworx, Kak
npopomkeHne NGOSS. A Takxe nporpamma
cepTudmnkaumm peweHmnn B obnactn TM:
Frameworx Conformance Certification.

e MaTtepuanbl NOMHOCTLK OOCTYMNHbLI YneHam TM

25.04.2013 BI'Y, ®KH, NC, Kosanb A.C. 32



e B 2011, npoaykt
komnaHun NetCraker tmfgrun Frameworx
“Telecom Operations and
Management Solutions

Suite” nony4un
noaTBepXxgeHue
cooTBeTCTBUA Frameworx
10, nocne npoxoXxgeHu
npouenypbl «Frameworx
Product Conformance
Assessment»
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CcbInku

o [OCT P NCO/MOK 7498-4-99,
http://vsegost.com/Catalog/18/18587.shtml

e Caunt accoumaumm TM Forum,
http://www.tmforum.org
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